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General information.

Security Commander for Windows — is a software product intended for setting up a security and fire
alarm monitoring system in the operating environment Windows. The system consists of a server and
workstations, and provides the following main functions:

- processing of messages arriving simultaneously from several receivers (CMS) (up to
15);

- ability to process messages by several operators;

- asystem for distributing messages between operators;

- visualization of the received information in a form convenient for the operator;

- message tracing (signal level, relay routes, etc.);

- configurable program interface;

- configurable language environment;

- clear presentation of information about the current state of the sites;

- archiving of the received information and operator actions;

- extensive capabilities for working with databases and archives;

- periodic monitoring of the state of the databases;

- periodic saving of a copy of the databases;

- database encryption with a double password;

- quick and convenient access to information about each site;

- ability to attach graphic and/or video information to the site card;

- ability to create a library of standard site configurations;

- ability to quickly display the site on the map;

- main and backup work schedule for each site;

- taking holidays into account in the work schedule and the ability to program them;

- real-time monitoring of unrestored alarms;

- periodic reminder to the operator about unrestored alarms;

- automatic monitoring of tests from transmitters and control panels;

- automatic monitoring of the online connection of devices operating over IP;

- generating and printing reports;

- asystem for searching sites by a number of parameters;

- afilter system for displaying sites;

- sorting sites by status, group, class, event type;

- ability to send event messages to E-mail, mobile phone, pager;

- ability to send periodic reports to E-mail;

- ability for the operator to send messages to the persons responsible for the site;

- six levels of access to the program functions;

- monitoring of the operation of the receiver systems (CMS);

- time synchronization between the computer and the receivers (CMS);

- monitoring of communication with the receivers (CMS);

- ability of two-way information exchange with site devices operating over IP (signal
reception, command transmission);

- ability to pass site information to the response team;

- areminder system for scheduled Maintenance sites.

This manual is intended to familiarize users with the basic principles of the program's operation.

The program is designed to run under the operating system Windows.

The computer configuration must ensure stable operation of the operating system.

The computers on which the server and the operator workstations will be installed must be designed for
round-the-clock operation.

In computers it is recommended to use SSD drive to speed up the program.

The installation package consists of two independent parts: the server and the workstation.
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Server. Installing and starting the program.

To install the server program on a computer, run the installation file and follow the installation
instructions. The file name looks like WinSC_V5_0_2_109_Serv64_L.exe, where V5 0 2 109 — is the
program version number.

After installing the server, the dongle drivers must be installed Guardant, required for the program to
work and to activate some of its functions. The driver installation package can be found in <InstallDir>\tmp\
Guardant\GrdDriversRU-x64.msi or on the internet at https://www.guardant.com/support/download/drivers/.
Run the installation file and follow the instructions. If the process completed successfully, on the dongle inserted
into the USB-port of the computer, an indicator will light up.

Before starting the server, perform the following actions.

- Allow in Windows Firewall use 930 port by TCPI/IP protocol (if for some reason the use of port 930 is
impossible or undesirable, its value can be changed by editing it in the file WinSC.ini parameter
port=930 in the group [cs] ).

- Add file WinSC_serv.exe to the list of allowed exceptions Windows Defender and the antivirus.

- Ensure the launch of the file WinSC_serv.exe as administrator; to do this, in Properties (Properties),
in the tab Compatibility (Compatibility) fill in the checkbox Run as Administrator (Run this program
as an administrator)(see Fig.1).

x
Security I Details I Previous Versions
General | Shorteut Compatibility

F you have problems with this program and it worked correctly on
an earlier version of Windows, select the compatibility mode that
matches that eariier version.

Help me choose the settings

——

mode

™ Run thi
[Windows XP (s

~ Settings
™ Runin 256 colors
™ Runin 640x 480 screen resolution

patibility mode for-

I~ Disable visual themes
I~ Disable desktop composition

I~ Disable display scaling on high DPI settings

Privilege Level
’7 ¥ Run this program as an administrator

Change seftings forall users |

0K | Cancal | |

Fig. 1. Run as Administrator.

- Set a period as the decimal separator (by default it is usually — comma). To do this, open Control
Panel, select Region and Language (tab Formats) and press the button Additional settings. Set the
value Decimal symbol — a period (see Fig.2).

& Region and Languag x|
Formats | Location | Kevboards and Lanauaaes | Administrative | |
x|
| Numzers | currency | Tme | Date |
Frample
Pasitive: | 123 456 789.00 Negative: I -122 456 789.00
Desimal symbeh D |
INu. of digils afler deimal: I |
Uiget grouping symbol: -
Digit grouping 123 456 789 -
Negative sign symbak - |
Megative number format: IEE
Dizplay leading zeros: 0.7 -
] Measuremen t system: Metnic -
. Standard digits: [oi3ss6783 =]
- Use native digits: Nevee 9
Click Reset to restore the system default settings for Resct
numbers, currency, time, and date.
lTl Cancel | Apply |

Fig. 2. Setting the Decimal symbol
value.

If message distribution services are to be used, the server must be launched with parameters. This can
be done in two ways: by editing the shortcuts (shortcut)used to launch the server, or by editing the file
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https://www.guardant.com/support/download/drivers/

WinSC.ini. To edit the shortcut, open its properties window (Properties), tab Shortcut. The launch parameters
are written in the field Target separated by a space, as shown in Fig.3.

> WSC_Server Properties 1'

Security | Details | Previous Versions |
e Shortcut Compatibility

@ WSC_Server

Target type: Application

| Target location: WSC_Server

Target: IC MKorteks \WSC_Server\WinSc_serv exe -3

Start in: IC' “Korteks\WSC_Server

| Shortcut key: INUHE

Run: INDnﬂaI window LI

Comment: I

Open File Location I Change lcon...

ok | canesl | s |
Fia. 3. Launch parameters.

When describing the parameters via shortcuts, each shortcut will launch the server with the set of
parameters written in that shortcut. If the shortcut is not used (for example when launching from Windows
Explorer), the server will be launched without parameters or with the parameters described in the configuration
file WinSC.ini.

To describe the server launch parameters via the file WinSC.ini, in this file, in the group [Options] edit
the parameter paramstr, which looks like:

paramstr= -a -m -s

The server will always be launched with the described parameters. When the launch is done via a
shortcut containing at least one parameter, the parameters described in the shortcut apply.
The server supports the following parameters:

<+>. This parameter lets you run several applications on one computer WinSC, for example: the
server and a workstation. The parameter must always be first in the list.

<-a>. Initiates program start without authorization, with the rights of Operator.

<-m>. Initiates message distribution via e-mail (E-mail). This parameter also causes the automatic
launch of the application Msnd.

<-s>. Initiates message distribution via the console CU-GSM-2 (SMS). This parameter also causes
the automatic launch of the application SMSTcp.

<-g>. Initiates message distribution via the transmitter PGC-232 directly to a text pager. This
parameter also causes the automatic launch of the application Pager.

<-r>. Initiates a full database repair process before the program starts.

<-tr>. Initiates a reset of all test message monitoring timers in the program. Recommended only
after a long break in the server operation or after loading a database backup.

Before starting the server, the servers for receiving messages from radio transmitters must also be
installed and configured (RPT_Serv) and IP transmitters (TLF_Serv). Their installation and configuration are
described in detail in the manuals of the corresponding applications.

If messages are to be distributed by e-mail, SMS and/or to a pager, the corresponding applications must
be placed in the main program directory and configured.
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The program is started by double-clicking the icon WSC on the desktop or via the Start menu in the
corresponding program group.
At the first launch of the server, the interface language selection window appears (see Fig.4).

x4
language
f* Englizh
" Russian

Cancel |

Fig. 4. Language

The program does not support the use of Unicode, therefore only two languages can be selected:
English and the one specified in the regional settings Windows, as Language for non-Unicode programs
(Language for programs without support of Unicode)(see Fig.5).

q"' Region and Language 1'

Formats I Location I Keyboards and Languages  Administrative |

[ Welcome screen and new user account:

View and copy your international settings to the welcome screen, system
accounts and new user accounts.

1) Copy settings...

Tell me more about these accounts

[ Language for non-Unicode program
This setting (system locale] controls the language used when displaying
text in programs that do not support Unicode.

Current language for non-Unicode programs:

1% Change system locale...

Russian (Russia)

What is system locale?

ok | Camosl | ey

Fig. 5. Regional settings.

If the second language selection is inactive, it means the language selected in the regional settings is
not supported by the program. By default the program supports 3 languages: English, Latvian, Russian.
Language support is provided through the file <Language>.ini, where <Language> - name of the language,
identical to the one used in Regional settings Windows. For the program to support a new language, one of
the existing files must be translated into it, given a name as described above, and placed in the main program
directory. To change the already selected interface language, from the file WinSC.ini delete the parameter
LANGUAGE-= from the group [LOCALE], and restart the program.

The server loads without authorization, but with a minimal set of rights. To make any settings, the user
must be changed. To do this, press the button on the top control panel of the program End session and, in the
confirmation window that appears, press OK. In the authorization window, enter the user identifier (Login) and
password. After installation, only one user is registered in the program — the Administrator, who has
unconditional access rights.

Login — sys, Password — sys.

Login of the Administrator is fixed and cannot be changed, while it is recommended to change the
password, since it is used in encrypting the database.
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Server. Interface.

The program interface has a large number of configurable parameters, which allows each user to

individually make it as convenient as possible to work with.

Appearance of the main program window (Monitoring) is shown in Fig.6.

B Windows Security Commander - Manitoring =N =R =T
File | Utilities | Archive Service About 1
¢ ALERMI | Fa]Logview | [@) AlmiList sys &, End session 2 19.03.20. 11:33:45

B [Date/Time [Event type_[Nr [Count [Name B [Date/Time Event lpe [Mr [st [st1 [Count [Mar

CEa Mo

< [ v |« [ v
5 [ [1d [DatesTime  [Event type [ Status [Message [Hame [slot_ [adr ~[_[zd [queue [ Log

Ll v 703 BRI 64412 RestPanic 2dhour  Ch 1 Jamming stoped TiCP Cortex | Repeater 0 g 0 Wanager

H % 703 6IOIR3 6:26:34 Panic lll 24hour ©Ch 1 JAMMING ! TCP Cortex Il Repeate0

|| 703 6/I0R3 6:20003 RestPanic 24hour  Ch 1 Jamming stoped TCF Cortex || Repeater |0

L 511 1111497 B:0213 Disarmingl Open Open by user 3 (Part1) SIA "KORTEKS" 1 Riga,Liksnas 7 E

H V912 BIMR12 34709 Restoration! 24hour Ethernet Ok Retranslator R12 Jelgaw 1

|| % 912 8MIR12 3:46:16 | Troubles Il 24hour  Ethernet ERROR! Retranslator R12 Jelg1

n % 201 3i2/iR1 3:39:50 RestBur 24hour Ch 1 Jamming stoped TCP Cortex | Repeate 2

|| % 201 3M2/R1 3:30:34  Burglary Il 24hour  Ch 1 JAMMING ! TCP Cortex | Repeate 2 3 4

H ~ 723 GMR23 1:51.02 RestTrhl 24hour Ethernet Ok TCP Cortex || Repeater 0 - -

| | % 723 6i0/R23 1:48:36 | Troubles Il 24hour Ethernet ERROR! TCP Cortex Il Repeate0

H % 703 6IO/R3 1:35:04 Panic lll 24hour ©Ch 1 JAMMING ! TCP Cortex Il Repeate0

|| 703 6/I0R3 1:06:54 RestPanic 24hour  Ch 1 Jamming stoped TCF Cortex || Repeater |0

|| % Chs S1i0 0:59:58 |Troubles ! 24hour Checksum ErrorlUnuseble Dat:|p Client 1

| |© 207 3M2/R7 0:47:57 RestTrbl 24hour  Ethernet Ok TCP Cortex | Repeate 2

H V718 BIOR1S 04752 RestTrbl 24hour Ethernet Ok TCP Cortex || Repeater 0

Ml @ 207 3i2/IR7 0:45:04 |Troubles !l 24hour  Ethernet ERROR ! TCP Cortex | Repeate 2

OE 0:45:03 _[Troubles I | Ethernet ERROR! _______[TCP CortexllRepeate0

< | r
SEdit EiNotes R Hstoy 4FDetal  FyHadware (D Schedue & Poblem  Q)Seach  » SWaam  Ejscol [ ] 5
Nr [Test time [Date/Time [Wame [Status [ THN [Last message ~ [k [La N [GeM.. [Cnt

| |209 19.03.2020 12:30:06 | 19.03.2020 11:30:09 TCF Cortex | Repeater Mrl 24hogur 0 0 Ethernet Ok ?“f E g .
210 19.03.2020 12:26:11  18.03.2020 11:28:14 TCP Cortex | Repeater Nr10 2ahour 0 0 Ethernet Ok 2 2 o 41356

211 19.032020 12:28:33  18.03.2020 11:28:36 TCP Cortex | Repeater Nr11 Zdhour |0 0 Ethernst Ok : : 3 e
212 18.03.2020 12:33:31  18.03.2020 11:33:34 TCP Cortex | Repeater MNri2 Zdhour |0 0O Ethernet Ok |5| 5 5 ] 170874

213 18.03202012:35:21 |19.03.2020 11:25:24 TCP Cortex | Repeater Nr13 Zdhour 0 0 Ethernat Ok i e
214 19.03.2020 123312 19.03.2020 11:33:15 TCF Cortex | Repeater Nr14 24hour |0 0 Ethernet Ok 8 8 o 1025...

| |215 19.02.2020 12:33:38  19.02.2020 11:23:41 TCP Cortex | Repeater Nr15 24hour |0 0 Ethernet Ok

| |218 19.03.2020 12:26:31  18.03.2020 11:28:34 TCP Cortex | Repeater Nrif Zdhour |0 0 Ethernet Ok

[ |22 18.03.2020 12:31:20  18.03.2020 11:31:23 TCP Cortex | Repeater Nr22 Z4hour |0 0 Ethernet Ok

_223 19.03.2020 12:25:56 | 19.03.2020 11:25:89 TCF Caortex | Repeater Mr23 24hogur 0 0 Ethernet Ok

(224 19.03.2020 12:2516  18.03.2020 11:25:118 TCP Cortex | Repeater Nr24 24hour 0 0 Ethernet Ok 1

| |22s 18.03.2020 12:24:31  18.03.2020 11:24:34 TCP Cortex | Repeater Nr25 Z4hour |0 0 Ethernet Ok

[ Jasi 18.03.2020 12:54.28 |21.08.2013 13:08:01 |Cortex || Test R 1 Inactive |6 |1

E452 19.03.2020 12:54:28 [21.08.2019 13:13:02 | Cortex || Test R2 Inactive |6 |1 B

4 [

chz__Jcna  Jcha  Jchs  Jene o7 fchs | 8

ONOUARWNER

Site window.

Status panel

Fig. 6. Main program window Monitoring.

Main program menu.
Control panel.
Event window.
Workstation connections window.
Information panel.

Receiver connections window.

All information about the operation of the system is available from this window: the state of the sites,
incoming messages, the status of the receivers and workstations.
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Site information window.

The window is a table containing information about all the registered in the database. For clarity, the
sites in the table are displayed in different colors depending on the type of the last message. Black means there
have been no informational messages since the site was entered or last edited. Sites
removed from monitoring are displayed in gray.

The window has a number of user-configurable parameters. The parameters are X History Ctrl4H
configured via the context menu (opened with the right mouse button). The same menu g Picture Cirl+p
is used to open extended information for the site under the cursor, to open the site 15 notes Chrl+T
editor, and to search for sites in the table. The appearance of the menu is shown in the £ petais ctrl+D
figure. Additional information about a site is opened with the following commands: N Hardware  Ctrl+A

. History — quick display of the last ten events for the selected site. The  E problem  cirl+alt+
“hot key” is Ctrl+H. Archive Cirl+8

o Picture — displays on screen the graphic information corresponding t0 €2 werk schedule
the selected site. The “hot key” is Ctrl+P.

. Notes — displays the comments for the selected site on screen. The “hot Vibie fields
key” is Ctrl+T. Font

. Details — displays extended information about the site and the Freeze
responsible persons on screen. The “hot key” is Ctrl+D. Unfreeze

o Hardware - displays on screen information about the equipment 15 editr colae

installed at the site. The “hot key” is Ctrl+A.
. Problem — lets the user leave a note about a problem that occurred at SEARCH 3
the site. All notes are entered in a list where they can be processed and
printed. The “hot key” is Ctrl+Alt+P.
. Archive — opens the filter for generating an archive query for this site Maintenance
(see the “Working with the Archive” section). The “hot key” is Ctrl+B.
o Work Schedule — displays the site work schedule on screen.
Note. In Latin letters are used in the “Hot Keys”. Manual alarm
The window interface configuration commands include the following menu Change State

Save to file

Aainterance Ok

items:

. Visible fields — defines the fields displayed in the table. To display a
field, check its name in the list offered when this menu item is selected.
The following fields are available for display in the table:

-  DatelTime — time of arrival of the last message from the site

- Nr - site number in the database

- Id — source of the last informational message in the form: receiver number / slot (line)
number / device address

- TxAdr — address of the radio transmitter installed at the site in the form: receiver number /
slot number / address

- Account — number of the control panel installed at the site or IP transmitter in the form:
receiver number / line number / number

-  Status — site status (armed / disarmed)

- OOLin - status IP of the site (Online / Offline / Unknown)

- Event type — type of the last message received from the site

- Name - site name

-  Description — brief description of the site

- Last message — last message from the site

- Adr —site address specified in the field “Address” of the tab Details in the site card

- GSMPhn — phone number GSM or Online-Id IP of the transmitter

- Lat — geographic latitude of the site

- Long - geographic longitude of the site

- Test time — expected time of arrival of the next test message from the radio transmitter

-  THTim — expected time of arrival of the next test message from the control panel or IP
transmitter

- THTim1 — expected time of arrival of the next specific test message from the control panel
or IP of the transmitter

Note 1. Test messages are not displayed in the Site Window as the last message, but the arrival time of
the last message is updated. This means that the arrival time of the last message (DatelTime), does not
necessarily correspond to the message displayed in this window. For accurate information about the message
arrival time, use History or the archive.

Note 2. The default order of the fields in the table corresponds to that specified in section Visible
fields. To change it, place the cursor on the field header and, holding the left mouse button, drag the column to
the desired place. To change the field width, place the cursor on the right edge of the header and, when the “<||
>" symbol appears, drag the edge to the desired place while holding the left mouse button.

Tl
-
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Font — lets you choose the optimal font type and size, as well as the encoding table.

Freeze — keeps the fields to the left of the selected one fixed when the table is scrolled
horizontally.

UnFreeze — cancels the previous command.

Editor — opens the site editor preset to the selected site. The “hot key” is Ctrl+E.

Search — lets you search the table by the fields specified in the additional menu. In the field Nr.
the search is performed by the full site number, while in the other fields it is performed by any
fragment of the record. The search always starts from the first record.

Save to file — lets you save the table contents as a text file with tab-separated fields, which can
later be imported into MS Excel, Open Office Calc or any other similar application.
Maintenance — when the site is switched to this mode, all messages arriving from it are not
accompanied by sounds and do not trigger the alarm window. Used to avoid distracting the
operator during maintenance or installation work.

Maintenance Ok — resets and restarts the countdown to the next maintenance (Maintenance).
It becomes active if a period is set for the site Maintenance.

Manual alarm — starts the alarm emulator for the site. Used to dispatch a crew to the site when
no alarm messages have arrived from it (customer call, inspection, etc.)

Change State — lets you forcibly change the current status of the site (armed, disarmed, 24h,
etc.).

GSM Control — not used on the server.

Custom — not used on the server.

Event information window.

Displays, in chronological order, messages from all sites registered in the database and system
messages. Each message occupies one line and is highlighted with a color depending on the type of the
received message. Messages whose processing requires the operator's special

attention (opening the alarm window) are shown in bold and underlined. Opening the T pistory Cirl+H
alarm window on the server is not possible. .

The event window also has a number of configurable parameters. As in the
site window, the parameters are configured and additional site information is opened
via the context menu (opened with the right mouse button). The appearance of the
menu is shown in the figure. Additional information about a site is opened with the & Hardware  Ctrl+a

following commands: & problem  Cirl+Alt+P
. History — quick display of the latest events for the selected site. The Archive Ctrl+B
“hot key” is Ctrl+H. 2 Work Schedule
. Picture — displays on screen the graphic information corresponding
to the selected site. The “hot key” is Ctrl+P. Font
. Notes — displays the comments for the selected site on screen. The Visible fields

b4 Detsils Cirl+D

“hot key” is Ctrl+T.

Details — displays extended information about the site and the
responsible persons on screen. The “hot key” is Ctrl+D. Not sensual Fg
Hardware — displays on information on screen about the equipment
installed at the site. The “hot key” is Ctrl+A.

Problem — lets the operator leave a note about a problem that Manual alarm
occurred at the site. All notes are entered in a list where they can be

processed and printed. The “hot key” is Ctrl+Alt+P.

Archive — opens the filter for generating an archive query for this site (see the “Working with the
Archive” section). The “hot key” is Ctrl+B.

Work Schedule - displays the site work schedule on screen.

Editor Chrl+E

Maintenance

Note. Latin letters are used in the “Hot Keys”.
The window interface configuration commands include the following menu items:

Font — lets you choose the optimal font type and size, as well as the encoding table.
Visible fields — defines the fields displayed in the table. To display a field, check its name in the
list offered when this menu item is selected. The following fields are available for display:

- S — current status of the message. It can have the following values:

> processed automatically — v
> processed by the operator — o
> the eventis not processed — b
> the event is taken by an operator — @
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> the event is postponed by an operator —

> the event has been passed to the crew and is being handled — =

- Date/Time — time of arrival of the signal from the site.

- Event type — type of the message received from the site.

- Nr — site number in the database.

- Status — site status (armed / disarmed).

- Message — message text.

- Id — source of the message in the form: receiver number / slot (line) number / transmitter
address (control panel number).

- Name — site name.

- Description — site description.

- Adr - site address specified in the field “Address” of the tab Details in the site card.

- User — identifier of the user who processed the message or is working with it.

. Not sensual — when switched to this mode, all subsequent activations of this zone or this event
code are ignored during the set period of time. Active only on unprocessed messages. The “hot
key” is F6.

. Maintenance — when switched to this mode, all messages arriving from the site are not
accompanied by sounds and do not trigger the alarm window. Used to avoid distracting the
operator during maintenance or installation work.

. Manual alarm — starts the alarm emulator for the site. Used to automatically dispatch a crew to
the site when no alarm messages have arrived from it (customer call, inspection, etc.)

Workstation connections window.

The workstation connections window lets you monitor the status and list of users currently connected to
the server.
The window contains the list of active connections with the following information:
- User name (Log). The name under which the user logged in at the workstation.
- Message queue (Queue). Number of messages intended for the user but not delivered to them.
- User number (Id). User identifier in the database.
In addition, there is a connection status indicator in the form of a lamp image. When there are problems
with the connection, it turns red.
If necessary, a workstation can be disconnected. To do this, select the required connection by clicking it
with the left mouse button, then open the context menu with the right button and click LogOff. The application
on the workstation will be closed and the connection terminated.

Receiver connections window.

The receiver connections window lets you monitor the operation of the receivers connected to the
program in real time. The window contains the following fields:

- ChNr. Physical number of the channel the receiver is connected to.

- Lg_Nr. Logical channel number (messages arrive in the program with this number).

- GetMsgNum. Number of messages from the receiver not passed to the program (queue).

- Cnt. Number of messages passed from the receiver to the program since the program restart or
receiver reinitialization.
The window is purely informational and no control functions are provided in it.

Information panel.

The information panel of the main window contains a set of buttons for opening additional information
about the site under the cursor, and for activating some frequently used program functions. The cursor can be
placed either in the site window or in the event window.

| Edit Motes @ Picture 3% History b8 Details $ Hardware €3) Schedule %’ Prablem '-Q Search  ~ Z.fAlam Scroll | I N

Edit.
This button opens the site database editor. A more detailed description is in the “DB Editors” section.

Notes.

Opens the additional site information window. It contains information about the site that does not fit into
the standard information fields. The information is given in free form, and its amount is unlimited.
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Picture.

Opens the image or video, “attached” to the selected site. The corresponding file is opened by a third-
party application selected for this purpose in the program settings (see section «System settings»). The file
format is determined by the application selected to open it.

History.
Opens the window containing the list of the latest messages from the site.
ol x
Nr=4
Test object
Date ITime |ID |Name IEvent tupe |Status |Message |Data I ;I
L 03.04.2020 17:49:85  3/0/456 Test abje Ewvent... 2dhour Indefinite zore swich Z32475; 0ooQ0ooao0ooo01c
- 02.04.2020 14:11:65 | 2/37234 Test abje Troubles 1| 24haur RT4-5GF: Communication port fail S9ES33020
| |03.04.2020 141118 | 2/341234 Test obje Event... 24haur Partitionz=99 EventCode=R 854002 99F 854002
| |03.04.202014:11:15 | 2/3/1234 Test obje Event... 24haur RT4-5GF: Ready to work 99F 202000
| |03.04.2020 141112 | 2/341234 Test obje Event... 24haur FRT4-5GF: Failed to connect ta server 99E854002
| | 05042020 130445 | 2/341234 Test obje Event... 24hour Partitionz=33 EventCode=R 854002 99Fa54002 —I
- 03042020 131443 2/317234 Test obje Event... 2dhour RT4-5GF; Failed to connect bo serer S9ESR4002
- 03.04.2020 13:06:54 | 2/37234 Test obje Troubles | 24hour RT4-5GF: Communication port fail S9ES33020
- 03.04.2020 13:06:19 2437234 Teszt obje Ewvent... 2dhour Fartitionz=99 EventCode=R 854002 S9R 854002
| JEEGTENED] 13:06:16 | 2/3/1234 TestobjgEvent.. | Zdhour RT4-56P: Ready to work 959RE08000
|Reccnt=10 W

The list contains only informational messages that arrived from the site. Test messages and program
messages about the site (for example: No Signal, Schedule Error etc.) are not displayed in this window. The
maximum number of displayed messages is configured via the context menu, opened with the right mouse
button, parameter Depth of History. The number of messages can be set in the range from 3 to 50. The default
value is 10. The window contents are also configured through this menu (Visible fields) and font parameters
(Font). The relative position of the fields in the window and their sizes can also be changed.

Details.
Opens the window with the main site information and the list of responsible persons:
=lolx|
Addiess |Hkenas 7 Phone  |*37157505603
Ciy  |Rios B |Crew 1 Fax |+37167505604
State I Class Ifoice M obile I
Zip IL\-"‘I oo3 Eerlzrsand Ikaramba Emiedl Iinfo@colteu.lv
—Perzon
Pers. F'asswcl M ame ISurName IF'Dsition IF'hone IUser Mumber |C0mment -
L =] l'vanow Bozs 22334455 [=1h He sEoHWTE, Toneko SMS
L Jana Berzina Fir. Director | 22334456 3
Place: 56.938571.24.151296

2 additional services are available from this window.
1. Sending SMS responsible person. Clicking the envelope next to the phone number in the list of
persons opens the message sending window:

|

Fhone |22334455

_ Mezzage LI
Ha sawer1 oftekTe nponano HanpAsxedwe 22081
HeucnpasHa 6aTapeq B CHCTERME CHIHANMSALW MM

Ha Bawerd ofbekTe cpaboTana CHrHANMSSWHA. JEMnax selexanl
) | =T




The phone number in the field Phone can, if necessary, be changed or supplemented (for example
with the international code). The message text in the field Message can be typed manually or a pre-
prepared one selected from the drop-down window. A standard message can also be
supplemented. Standard messages can be added, deleted or changed in a special editor
(ServicelSMS Editor) separately for the server and each workstation.

2. Displaying the site location on the map Google Maps. At the bottom of the window, in the field
Place the site coordinates are displayed. This is a hyperlink; clicking it opens the internet browser
selected as the system default, showing a mart Google Maps with the point marked.

Latvijas Kalna €12 Rigas Austrumu @

Kultiras vidusskola
akademija @Aeronau[ikas institits
Caraaticln Ludzas iela '
Transporta un
SElaIy sttt H1S1) Informacijas sistému
5] menedZmenta augstskola 3
a i
Ekonomikas un@
kulttras augstskola
B -Maskavas isia
Maskavas dErsz (co)
Nippon auto, SIA a %,
Rigas Nacionala %,
s%orta rnané).ao 8 %
Map data ©2020
Map for 56.938571,24.151296
Hardware.
Opens the window with the equipment list and the descriptions of the protected zones:
Hardware (object 4) =l
r—Cantrol Panel Tranzmitter
Tupe |PC-B85 Tupe [FT4-5gp+RT 4552
bd anf. IDSE Interface I
Zone:
Mr. |ACCDLIZDnes dezcription ISensors o
L 1 Cp  Enty SHE
| 2 Cp Corridor [Inkerrior) FIR
| 3 Cp Hall [Inzstant) FIR
L 1 Cp Bedroom [Instant] FIR _I
I = - >
Schedule.
Opens the window with the site working time schedule:
Work schedule {object 4) |
[WEW Opening Clozing Opening Clozing Opening | Clozing |ﬂ
[ 3:1:Mn 08:00 18:00
2:Br 0g:00 18:00
3:Cp 0g:00 18:00
4:Yr 0g:00 18:00
5:0r 0g:00 18:00
B:Cd
T:Bc
Problem.

Lets you record a problem that occurred at the site. The problem is described in free form in the window
that opens. After pressing OK, goes to the problem list, which can later be reviewed at any workstation via the
menu Service/Problem List.

Search.
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Openss the window that lets you search for sites in the database.

o |
Firdal |

T Addr. >
Account
MName PeETP
Description
Address Cancel |
GSMPhR [v Match case
Phone I

| Miotes | Fictue | History | Detaile | Hardware | Edit

MNr. | MName | Address I Description

5 FetpaHcnatop 1 Liksnas 7 FF4000dm

FeTpaHcnaTop 2 7 REF4000dm
1 |

The search can be done for a single site (Find next), where the cursor in the site window is placed on
the next matching site each time, or all sites matching the selected criteria are displayed in a separate window
along with the number of sites found (Find All). In the latter case the cursor is placed on the site selected in the
list. For the selected site you can, directly from the search window, get information using the buttons Notes,
Picture, History, Details, Hardware, and enter site editing.

A filled-in checkbox Match_case makes the search case-insensitive.

The search can be done by the following criteria:

1.

2.

No g

Obj. Nr. Quick search by site number. This criterion implies a single search only and cannot be
combined with other criteria.

TxAddr. Site search by radio transmitter address. The full transmitter address looks like:
CISIAAAA, where C — reception channel number, S — slot number, AAAA — the transmitter address
itself. The search can be done by the full address or any part of it. The search syntax:

Cl — search by channel number

ISl — search by slot number

AAAA — search by transmitter address

CISI — search by channel number and slot number

ISIAAAA — search by slot number and transmitter address

CIIAAAA — search by channel number and transmitter address

CISIAAAA - search by full address.

Account. Search by control panel account or IP of the transmitter. The full account consists of the
reception channel number, the line number and the account itself. The search can be done by the
full account or by any part of it. The syntax is the same as TxAddr, except that the account uses
the hexadecimal number system: digits (0 — 9), letters (A — F).

Name. Search by site name. The search is done by any text fragment and may include letters,
digits and special characters.

Description. Search by site description.

Address. Search by site address.

GSMPhn. Search by phone number SIM-map or online identifier IP of the transmitter. The search
can be done by the full number or any fragment of it.

Phone. Search by the phone number of the responsible person. The search is done among the
phone numbers present in the column Phone of the section Persons tabs Details. The search can
be done by the full number or by any fragment of it.

For criteria 4 through 8, searching by several fragments is also possible. In this case they are entered

separated by spaces, and records containing all the fragments are searched for.
You can also search by several criteria (2nd through 8th). In this case, records matching all criteria

simultaneously are searched for.
Alarm.

Lets you manually generate an alarm window for the selected site when a response team must be sent
to the site in the absence of alarm signals. For example, to inspect the site at the client's request, etc. When the
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button is pressed, a window appears with the number of the selected site and a field for entering or selecting the
alarm message type.

CEE— x|
=l

Tao watch
By client request
—— Preventive measures

After pressing the key Enter, a standard alarm message is generated, which the operator can pass to
the response team.
The list of standard alarm types can be changed or extended by editing the settings file WinScC.ini.
These entries are in the group [ManualAlarms] and look like:
[ManualAlarms]
1=To watch
2=By client request
3=Preventive measures
Entries can be made in free form and without limit on their number. The message length is — no more
than 120 characters.

Scroll.

Turns the auto-refresh mode of the event window on / off when new messages arrive. This mode can
also be enabled with the key Home on the keyboard, turn off — with the keys Arrow down or End, provided the
active row is in Event Window.

Status panel.
e Jchz  Jchs  Jcha  Johs  Jane ||

The status panel contains graphic information about the status of the receivers by channel. Green
means the receiver is connected, red means the connection to the receiver has been lost, black means there is
no real-time connection monitoring for this receiver type. In the latter case, monitoring is done by the presence
of messages from the receiver (see section “Receiver Settings”).

Control panel.

| | G ALARM! | ] Logview | [@] AlrmList | sy | G, End session | | 14:38:14 I
The control panel contains the following controls and indicators (from left to right):
- unprocessed events indicator (not functional in the server)
button that opens the program for viewing .log file (see the section “Working with the program
“LogView>)
- button that opens the list of unrestored alarms (see the section “Information window “Alarm
List»)
- name of the current operator
- button ending the current operator's shift
- current time

Main program menu.

+» Windows Security Commander - Monitoring
File Utlites Archive Service About

Main program menu (the “hot key” is Alt) is used for basic configuration and control of the main program
functions.
The main menu contains the following items:
- File
- Utilities
- Archive
- Service
- About
The contents of the menu items depend on the access level of the authorized user. Below the menu
contents are covered for the maximum access level (Administrator).

Submenu File.

Contains two submenus:
- End session. It has the same function as the button of the same name on the control panel — it
initiates the end of the current operator's shift and offers authorization to the next one.

CORTEX - Security Commander for Windows — Server 14



- Exit. Exit from the program.

Submenu Utilities.

Contains functions for working with the site and user

(operator) databases.

It has the following submenus:
- Users — in turn contains functions for working with
the user database:

Archive Service About
User DB Editor

Utilities
DE Repairing
DB Full Repairing

v DB Repairing schedulz

Operator Access
Chief Operator Access
Technidian Access

Manager Access

Db Restore .
Supervisor Access

User DB Editor — opens the user database

i 8 . DB BackUp
editor (see section «Editors DB») v DB BackUping schedule .|
Op_erator Access v Encrypted
Chief Operator Access Template Editor

Technician Access
Manager Access

Holydays Editor

Supervisor Access — opens the window for configuring the corresponding access level.
The access level Administrator (login sys) has unconditional full access to the program
functions.
The access configuration window is shown in Fig.7. The left-hand part of the window lists
the program functions and main-menu items, access to which can be configured at your
discretion for each user category. Three access levels are possible for each function: available,
unavailable, and read-only. If neither field next to the name is filled in, the function is
unavailable; if the field is filled in Allow — is available if the field is filled in RIO — is available for
viewing without the ability to make changes.
Brief description of the functions:

Exit — exit the program

Archive view — archive viewing 2l

Archive print — archive printing _ Allow |R70 | ﬂ
. . . . E xit v

Archive Save to File — saving an archive s s T

query to a text file with field separation Archive print____ e

Archive Config — configuration of the — ’

archive display and print windows Obiect edit v./

O_tbject Edit — editing, adding, deleting E:;D’:Z‘;j;; -

sites T s o

Rec. Settings — adding, deleting and Manageraccess

configuring message receivers e e

Cursor setting — turning on / off the Hon sensual o

function of automatically placing the cursor save to e

on the highest-priority message in the Delete from Alarm list -

alarm lst window. e

Operator Access — operator access rights Change State N

configuration e 7

Chief Operator Access - senior operator Lst On e

access rights configuration. BT o

Technician Access — technician access — 7

rights configuration. Signals i

Manager Access — manager access rights Lomnents 7 Z|

configuration

Superv. Access — supervisor access o] Cancal_|

rights configuration

Window config — configuration of the Fig. 7. Access settings.

layout and parameters of the main
program windows

Non Sensual — starting site maintenance and blocking messages
Save to File — saving the site list to a text file with field separation

Utilities — access to the menu item

Delete from Alarm list — deleting messages from the unrestored alarms list one at a time
Delete All from Alarm list — deleting all messages from the unrestored alarms list
Delete from NonSensual — disarming of the site Maintenance or unblocking of the

message

Change State — forced change of the site status

Filter On/Off — turning the site filter on / off

Send SmartSys — sending event data to the response team crew
Lst On — presence in the interface of Event Windows
ALst On — presence in the interface of Alarm List Windows (ability to process alarms)
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Options — access to the menu item

Sound — ability to configure the sound notification parameters

Signals — ability to configure sounds by message type

Comments — ability to edit the operator's standard comments on the processed events.

- DB Repairing — initiates the function of finding and fixing errors in the most vulnerable
database tables.

- DB Full Repairing - initiates the function of finding and fixing errors in all database tables.

- DB Repairing schedule — opens the periodic database monitoring configuration window. The
following parameters are configured in the window:

Period (days) - sets the period for automatic invocation of the function DB Repairing.

Time — activation time of the function | rr———— =
DB Repairing. |

. X (].%
Renewal of structure - defines IPentae) (g [ —
whether the information in the site table Time [1000:00 =] —I
will .be refreshed after the database [T A ——
repair.

. [¥ Reload chanels

Reload channels - defines whether the
connection to the receivers will be

reinitialized after the database repair.

- DB BackUp - initiates the database backup function.

- BackUping schedule — opens the periodic database backup configuration window. The
following parameters are configured in the window:

Path — defines the path to the
folder where the database
backup will be saved. The folder Path |CACORTER WinS ChServer\tmpibackup [
must be open for file modification. Path 2 (i) PR < usemamen: <asenard Gaddross> =]
If the backup is made to another Perod [deye] |
computer, a network drive must [12:000 =

be set up there.

Path 2 (ftp) - defines an
additional path for the database =
backup, which may also use ftp Corce| =
or regular shared access to the
directory and files (Sharing)
without setting up a network drive.
Period (days) - sets the period for automatic invocation of the function DB BackUp.
Time — activation time of the function DB BackUp.

Reload channels - defines whether the connection to the receivers will be reinitialized
after the database backup is created.

- Change system password — lets you change the administrator password (default “sys»). It is
recommended to change the administrator password immediately after installing the program,
since besides unconditional access to the program functions it provides database encryption.
Available to the Administrator only.

- Encripted — lets you disable database encryption. Available to the Administrator only.

- Template Editor — lets you create global event code templates. For details see the “DB Editor”
section.

- Holydays Editor — lets you define holidays. For details see the “DB Editor” section / page
“Work Schedule».

WSC - Backup Co ed o1

Tirne:

[v Reload chanels

Submenu Archive.

Contains functions for generating queries based on the specified parameters and for the specified
period of time.

For more details on generating queries see the “Working with the Archive” ——
Service About

section. eer o
Submenu Service. Refresh tables
Contains functions for configuring the main program parameters and ¥ ©rserume

making it convenient to use. Receivers Settings

- User info — displays information about the current user: his name, 2o
login, and the access level. These parameters cannot be changed System events Editor
in this function. SMS Editor
- Refresh tables — refreshes the window contents and settings. Sound OFF F
Mot sensual list
Problems list
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- Cursor Jump — controls the function of placing the cursor on the site that sent the highest-
priority message requiring processing. Works only in alarm list windows.

- Receivers Settings — opens the window for configuring the reception channel parameters. See
the “Receiver Settings” section for details.

- Options — opens the window for configuring the main program parameters. See the “System
Settings” section for details.

- System events Editor — opens the editor of system messages from the receivers used in the
system. See the “Database Editors” section for details.

- SMS Editor — opens a window where you can create message templates for sending to the
client in case of problems at their site.

- Sound Off — turns off the sound that starts when an alarm message arrives. “The “hot key” is
F5.

- Not sensual list - list of sites placed under maintenance, as well as blocked events and zones.

- Problems list - list of all notes made by the operator about problems at the sites.

Submenu About.

Contains information about the program version and its release date, as well as information about the
maximum possible number of reception channels, the maximum number of sites in the database and the
maximum number of workstations simultaneously connected to the server.

Information window “Alarm list».

The window is opened by clicking the corresponding button on the control panel and contains the list of
alarm messages for which no restore signals have been received (see Fig.8). In addition, at intervals set
individually for each site (Reminder timeout in «DB Editor»), the alarm window is initialized for each message.
Repeat messages are distinguished by the symbol «R:» before the event description, with the time of the
original message.

All messages in the window can be sorted either by site number or by event priority.

o]
Date/Time Mams Last message I Test time I =
Panic 1! 4125.03.2020 14:52:20 RT4-5TE Panicalll 25.03.2020 15:03:20
PWR fault 1! 1125032020 14:53:37 |control panel 4555 RT4-5GL: Battery low 25.03.2020 15:04:37
=
| XDelete X Delsteal |

Fia. 8. Unrestored alarms window.

The window contains the following informational fields:

- Event type. Event type.
- Nr. Site number in the database.
- DatelTime. Time of the original message.
- Name. Site name.
- Last message. Message description.
- Test time. Time of the next reminder.
The window settings allow showing and hiding information fields, changing their sizes and relative
position, and selecting the font. The settings menu is opened with the right mouse button.
If necessary, messages can be deleted from the window manually. One at a time — by pressing the
button Delete, all at once — by pressing the button Delete all.
Note. For an alarm message to get into the “Alarm list» is required when describing it in «DB Editor» in
the column “R» set the symbol “Y» and set a non-zero value Reminder timeout, and when describing the
events, the restore code must also be specified in the column “rEv».
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Main program settings.

System settings.

Access to the system settings of the program is via the main menu Service\Options. Since many of the
settings directly affect the operation of the program, they must only be made by qualified personnel.
The settings windows are shown and described below.

Sound. The following are configured in this window

: ?
parameters: b o | | —'Il'
. Groups Classes On Air Alam
- Sound repetition — sets the number of Saund | Tmeos | Pawe | Sonds | Comnens
repetitions of the sound when messages Sound epettor [0

Alam reminding {mm: ss) 0010

intended for operator processing arrive. If its
value is 0, the sound will continue until the
operator turns it off.

- Alarm reminding — defines the time interval
after which a reminder sound is generated if
unprocessed messages remain.

t Cancel

Timeouts. This window defines the interval the

time during which identical messages arriving from the 2l
site are treated as one message (provided they do not  fe L S 1 opmeen
ouns Imeouts icture: ignals omments

alternate), as well as the program's reaction to receiving
a duplicate message. This time interval is set separately
for changes of the radio transmitter zones (inputs)
(Timeout for zones) and events from the radio

Timeout for zones [mm:ss) 10:00
Timeout for events (mm ss) 1o

¥ Toignare the duplicated messages

L f Deaf time [mm:ss) 020
transmitter (Timeout for events). o
1 B . . . e repeated message:
The program's reaction to identical events outside (r None & Slams e ‘
the timeout for radio transmitter zones (inputs) can be the
following: B
- None - the duplicate message is not displayed.
- Alarms - zones in the alarm state are -
- 7
displayed. = D o |
- All —all programmed zones are displayed. Sound | Timeos | P | Sianals | Cormerts
When a duplicate message is received, the event Fictus viawer
description is marked with the symbol “d:». [C-Proggom Fiestinime! Explorervesplae v -
If the checkbox is selected To ignore duplicate
messages, then the program will treat any identical
messages that arrived from the site during the specified
period of time (field “Deaf time»), as a single message.
Picture. Defines the program used to view graphic “ s | Cew | ongedom |
attachments of sites and / or video files. " sound | Timeows | Pews  Soek | Commens
Signals. Lets you assign its own sound to each Fio [E-Froman FlesbanekewsCsond: . |
event type. The sound is defined by selecting the Bugary o2 Pogen FleoVotolo WS Cacunds (]
. . . Troubles IE‘\nglamFlles\Knrteks\WSE\snunds _|
corresponding .WAV-of the file, which can be located [ Fepan e watrd |
. A . Not Aamed ~aErogram Fiesirorter s S0LNTE .
either in the directory Sounds, or anywhere else on the —_— [EFogan Flesforowstond: |
disk. Closing [C:4Program Files'Korteks' WS Chsaunds _! _
Cancel
Comments. This is a set of standard operator
; i 21
comments that the operator can make while processing M= | | —'I—'
. . Groups Classes On Air Alarm
events in the alarm window. All comments go to the Somd | Tireaws | Piwe | Somss | Conmens
archive and are “attached” to the corresponding message. Eommnt] =l
. . . Comment3
The comment from the field Note by default is used if the ok
operator left no comments. Editing is done after double- EE

Commentd

clicking the corresponding comment with the left mouse
button. To add a new comment, press the key on the (““‘“’”‘*"““ ‘

[Relesed
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keyboard Insert (the comment will be written above the highlighted one). To delete — button

Delete.

Groups. Lets you define and name groups, to which
sites can later be assigned (see section “DB Editors”).
The group classification can be arbitrary (response crew,
location district, site owner, etc.). The number of groups is
unlimited. When a group is deleted and a new one is
added in its place, all sites that were assigned to the
deleted group are reassigned to the new one. Deletion
starts from the last one. The group list or a group name
can also be changed in section [Group] of the file
Wsc.ini.

Classes. Lets you define and name site classes
(see section “DB Editors”). The nature of the classes can
be arbitrary (in the example — by site purpose). The
number of classes is unlimited. When a class is deleted
and a new one is added in its place, all sites that were
assigned to the deleted class are reassigned to the new
one. Deletion starts from the last one. The class list or a
class name can also be changed in section [Class] of the
file Wsc.ini.

On air alarm. Lets you track transmitters that
switch to transmission mode excessively often due to
faulty connected devices. For this a time period is set
(TO(mm:ss)), and the number of transmissions (Count)
that can be sent during this time. If the number of
transmissions exceeds the set value, the program
generates a corresponding message.

The message looks as follows: Transmitter
XIYIZZZZ on air, where X — channel number, Y — slot
number, ZZZZ — transmitter number. The message will be
output even if the transmitter is not in the database.

" Sound | Timeouts | Pictwe | Signals Comments |

Graups Classes On Air Alarm
Noone
T
Crew 2 =]
Crew 3
Crowd Mew Group

IClewEI
Add Remove |
Ok Cancel

WSC - Options

Sound | Timeouts | Picture | Signals

Groups

Classes

2

Comments |
On Air Alarrn

Mane

Hague

House
Country house
Dffice

Shop

Store
‘workshop

Add

Remove

) Cancel

WSC - Options

© Sound | Timeous | Picwe | Signas | Comments |

Groups

Classes

2ix

On &ir Alarm

T0 fmm:ss)

30.00

Count

250
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Receiver settings.

Access to the receiver settings (information reception channels) is via the main menu:
Service/Receivers Settings. Since these settings directly affect the operation of the program, they must only

be made by qualified personnel.
The settings window looks as shown in Fig.9.

WS - Receivers settings

—Channel numbe Chanel | Sourse —Map
RN ’71 = ’7 [fle =] || O
—Receiver type 1
| RP4000dm 2 =1 ?
3

—Filenarne 4
N :
E

Cancel | Fart setting | 7

x|
o = =] =l
v = s ] =
|2 = o] =
|2 = ] =
|4+ = 2] =
5 = =] =
s = ] =
7 = 5] =

Fig. 9. Receiver settings.

The following parameters are set when configuring a reception channel.

- Channel humber — sequential number of the reception channel.

- Channel Id — logical number of the reception channel. This number is used for additional identification
of the site in the database. The logical channel number is used so that messages arriving from different
sources can be combined into one channel. This is necessary, for example, when using a main and a
backup server for receiving messages from IP transmitters, and also when using different information

delivery channels in the radio transmitter relay system, etc.
- Receiver Type — receiver type, of the corresponding to the
assigned channel. The receiver type is selected from the list

that drops down when clicking the symbol Z1. The contents
the list are determined by the presence of drivers for the
corresponding receivers in the main program directory.

- Source — defines the information source for the program.
This source can be either a serial port of the computer
(including a virtual one) to which the receiver is connected,
IP connection. In the latter case the source selected is File.

Using IP receivers requires prior configuration of the corresponding configuration
file. For details about the settings IP receivers — see Appendix 1.

- Filename - this parameter is not used in the current version of the progral

- Map - signal distribution map. Establishes the correspondence between [ "
the physical number of the slot (in the radio console or repeater) or line (in
the IP or PSTN receiver) and their logical number (in the program 1
database). It is used when information about a site can arrive from several
slots or lines, for example in the case of a duplex radio relay system or
when a backup channel is arranged within a single server (TLF_Serv). In
the case shown in the figure, information arriving on slots 1, 3, 5 and 6 will
be treated by the program as arriving on the first slot. 8 slots are available

for radio receivers, for IP and PSTN — 16 lines.

- Port setting — configuration of the serial port parameters of the ==
computer in accordance with the settings of the specific receiver.

The communication parameter values must be specified in the gadhae  [ss0 1
technical documentation of the corresponding receiver. For receivers Data Bits | ENE |
connected via IP, these parameters are not used. The parameter _

Time of heartbeat test is used to monitor the operability of the Fart Nere =1
reception channel. If not a single message arrives from the receiver Stop bits [ =

within the specified time, the program displays a message like No
Signal for this receiver. If a value is entered 00:00 — no monitoring is

Receiver type

I Sentingl

CL4000TRC

|p Client
MLRZ-DG
RFP4000dm 2
RF4000e
Sentinel
TLF_DEMO v..B.D

Port Settings———————————

Flow control I Mone - l
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performed. This function works on absolutely all receiver types, including those with real-time
monitoring of the connection to the program. When a new receiver is added, the value Time of
heartbeat test is set equal to 00:30 sec automatically.

After pressing the button “OK”, the entered parameters are saved, the selected receivers are entered
into the system objects database (if they were not there) and all the ports involved are reinitialized.
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Database editors.

Site database editor.

The site database editor is intended for creating site cards, entering the necessary information about the
site and the signals arriving from it, and for organizing and storing the information.
The site editor can be opened:
- From the information panel — with the button Edit.
- From the context menu in the site window — with the command Editor.
- From the context menu in the event window — with the command Editor.
- From the search window — with the button Edit.
- From the keyboard — with the combination Ctrl+E.
On loading, the editor opens for editing the card of the site the cursor was on in the site or event
window. The site card consists of a header and several pages (tabs) of information grouped by type.

Title and first page.
The general view of the editor window is shown in Fig.10.

x|

Editor

Object Mr. [ TS I S = T T | AA | u | é;ﬂ Transm. test time 1200

M ame Test object Object test time W

Desciption Testof RT4-5se+RT4-5gp Event Cortiol Time  [00-20
Fadio Fhone. [P — Test Event I?:—
TwAddiess  |455 Slot i] ...l Account 1234 Lirne 3 vl ______|
Channel 3 vl Device type Tx = Channel |2 vl Phone  |ooosDC3gs Fieminder tmeout m

Pation |77 Mainten. period, MM:DD |0E-00

et 56.938571 E-mail | Settings |
Longitude 24151296 VeupkiE IRT4-5gF:I j [~ Show Template

Objects |Detai|5| Zones | Ewents | TLF Ewvents | Wark Schedule' F’ar‘tition' Hardware | MNotes |
MR [ID [Mame |MextTime  |Objectid | =]

a 1 0| control panel 4555 2

| e 0|Koreks office 3

| 3 500 Boss house b

P 456 Testobject 30.09.2020 8

N 5 F/1 FetpaHcnatop 1 0207202013

N E F/2 FetpaHcnsatop 2 01.08.2020 14 L

a 7 501 Fire CP Bentel 20

| g 500 Fire CF Inirm (Smart Line) 21

| 4 B0 CP Magellan MG-5050 22

| 10 E03 CPDSCPC-1864 23

L 13 0 RT4-5TE 28 hd

Fia. 10: Database editor window.

The first page of the editor is a list of sites (cards); as you move through it, the header of the current
card is displayed.

The card header contains the following fields:

Object Nr. — ordinal number of the site in the database. When entering a new site, a window appears:

It Mr.

Ok I Eancell Ne:-ctNr.l

This window automatically offers the first minimal free number, but the next free one can be selected (Next Nr.)
or any other entered manually. If the selected number already exists in the database, the following message
appears The number is busy, and the procedure will have to be repeated.

If the site number is displayed on a green background, the site is active; if on red, it has been removed from
monitoring (see section «Tab Work Schedule»).
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Name — site name. Filled in in free form (80 characters maximum).
Description — site description. Filled in in free form (80 characters maximum).
Symbol |< — jumps to the first site.

Symbol < —jumps to the previous site. x|
Symbol > —jumps to the next site. =
Symbol >| — jumps to the last site.
Symbol +I — add a site. By Lo |
Symbol X — cancel the changes. gidzlm —
Symbol “ — converts all letters in the site card to uppercase. e i B3 Btefon(Bete T
Symbol __ - copy a site. When copying a window appears, o

the same as when entering a new site, offering the first minimal Il Deaie

free number in the database. After the number of the new site is :;

successfully selected, the window for selecting the information to copy -

appears (see Fig.11). TR —

As can be seen, the window contains a list of information blocks. Next to % Work Schedus

each block there is a checkbox; filling it in selects the corresponding I~ Pattions

block for copying. Using the checkbox All all blocks can be selected or 2 Hardare

deselected at once. Block Settings must be assigned for copying I Notes

without fail. The most frequently used combination can be remembered I Setingg

(Set as Default) and it will appear automatically when copying sites. In g

addition, this combination can be opened manually with the button l'f;“’l

Default. )

Symbol E — save the changes. Clicking this symbol opens the

option selection window: Fig. 11. Window for selecting

information to copy.
[warmingt S |

‘0' Save?
Yes I No | Cancel I

When pressing Yes -— the data saving process begins, No — cancels all changes made, Cancel — returns to
editing.

If a new site was entered, or transmitter parameters or signal descriptions were changed, after confirming the
save a window for forcibly setting the site status appears:

x

Status—————————————————]
& Open

 Close

= 24haur

= Unknown

= Inactive

After the status is selected and confirmed, the data is saved to a temporary database.

IMPORTANT! For the changes to reach the main database, after closing the editor the following function
must be activated Append. The function is accessed from the drop-down on the button Edit.

Besides the function Append this window has the functions Cancel (cancels the entry of all changes made into

| BEa [

Append

) Cancel
Edited Nr.

the database) and Edited Nr. (shows for which site numbers changes have been prepared for entry into the
database).

Symbol — lets you “attach” a graphic or video file to the site card, which may contain additional
information about the site or its location. The supported formats depend on which application is used to display
the files (see section «System settings/Picture»). For graphic or video information about the sites to be
displayed on all workstations, it is recommended to allocate a special folder for storing the files on the server
computer and open access to it from all workstations. By default this is the folder \Pict in the main program
directory of the server.

If the service for passing alarm information to response teams is to be used, then to give them access to the
graphic and video information about the sites, all information from the mentioned folder must be duplicated on

CORTEX - Security Commander for Windows — Server 23



the ftpserver. To provide access to these files, in the configuration file WinSC.ini in the group [Picture] write
the path on ftpserver in the form:

[Picture]

Path=ftp://<username>:<password>@<ftp name>/Pict/
In this case all workstations will also get access to the files at this path.

Transm. test time — time defined by the test transmission period of the transmitter or repeater. If not a
single signal is received from the device within the specified period of time, the following alarm message is
generated “No signal (TIME)”, where (TIME) — time during which there were no signals from the transmitter in
days, hours and minutes. If no signals have arrived for more than three days, the following message is
generated “No signal more then 3 days».

Monitoring takes into account both test and informational messages from transmitters and repeaters.
The recommended value is Transm. test time should be set 5-10% longer than the actual test period of the
transmitter to compensate for possible timer drift. If a value equal to 0, test signals from the site are not tracked.

Object test time — time defined by the test transmission period of the control panel at the protected site,
or IP of the transmitter. Both messages arriving via the radio channel (described in the tab Events), and via
PSTN or IP channels (described in the tab TLF Events). If both channels are used, test messages are tracked
in each of them separately. The value Object test time in this case applies to both channels.

Test message monitoring will only be performed if at least one message is present in the message descriptions
for the corresponding channel S-type (test message).

If not a single message is received within the specified period of time S-type, the following alarm message is
generated «No signal from object». The recommended value is Object test time should be set 5-10% longer
than the actual test transmission period of the panel to compensate for possible timer drift. If a value equal to 0,
test signals from the site are not tracked.

Event control time — monitoring time a certain messages for PSTN or IP channels (described in the
tab TLF Events). This parameter is intended, first of all, for monitoring the state of the “OnLine» IP transmitters,
but can also be used for other purposes. If not a single expected message arrives within the specified time (by
default this is FF — a message periodically sent by the program TLF_Serv for each IP to the transmitter while it
is connected to the server), the following alarm message is generated “Object Off Line» and in the column
OOLin of the site window, the status is set to “OffLine». If the expected message is later received, the status
changes to “OnLine».

If the value of this parameter is set equal to 0, the message is not tracked, and the site status is set to
“Unknown».

Test event — describes the code of the message that will be tracked by the algorithm above. When a
new site is created, this code is set automatically FF, but can be changed if necessary. In the message
descriptions for TLF, IP channel (tab TLF Events) code must be assigned a S-type (test message).

Reminder timeout — period at which unrestored alarm messages from the site present in the window
“Alarm list». Duplicated messages are marked with the symbol R: in the event description field (see section
“Information window “Alarm list»). If a value equal to 0, messages from this site are not duplicated.

Mainten. period, MM:DD - defines the period of scheduled Maintenance of the site. The countdown
starts from the moment the information is entered in the field and saved to the database. When the set time
expires, a window is generated reminding that it is necessary to perform Maintenance at the site. The operator
can either postpone the Maintenance (in this case the reminder will be repeated in 24 hours), or confirm that
the Maintenance (in this case the countdown restarts).
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E-mail — message distribution editor. Lets you assign e-mail distribution of messages about events
occurring at the console, as well as events arriving from a site, by their type. The general view of the window is
shown in Fig.12.

WSC - Mailing |

Target] Target Target3

Jeddre&sIim‘D(—gilcur‘(ey-c.l\..f j Addless|+3?122334455«+3?'I ‘ raJJ____I j
+3?122334455,+3?122665544|

Subject IElurgIary Subject ITpEBDI’a Subiectl

R4

Zone IM I;I
|_|Object not disarmed Il

Early closure! J
|| Pwer fault

Test

Burglary = |

=1

—FReminder message
v Enabled Y BacMMeeTCa HEONASYEHHEIR cUeT]

Fia. 12. Messaae distribution editor window.

The editor lets you configure message distribution for the following event types:
e Object not disarmed. Work schedule violation: the site was not disarmed at the scheduled
time.
Early closure. Work schedule violation: the site was armed earlier than scheduled.
Disarm in illegal time. Work schedule violation: the site was disarmed at an unscheduled
time.
Object not armed. Work schedule violation: the site was not armed at the scheduled time.
Service. It is time for the next scheduled Maintenance at the site.
Transmitter [e] on air. The transmitter with number [e] is overloading the air.
No signal from object. No test message from the control panel or IP of the transmitter, as
well as the absence of a certain test message.
No signal. No signals from the radio transmitter.
Pwr fault. An event of type PWR (AC power loss).
Test. An event of type S (test).
Burglary. An event of type B (burglary).
Panic. An event of type P (hold-up).
Fire. An event of type F (fire).
Event. An event of type E (message).
Restore. An event of type R (alarm restore). This also includes restores by alarm type.
Open. An event of type D (disarming).
Close. An event of type A (arming).
e Trouble. An event of type T (trouble).

In the field Target/Address is written E-mail address of the message recipient or their phone number
(must begin with <+>). If the size allows, several addresses and/or phone numbers can be entered in this field,
separated by commas without spaces.

In the field Target/Subject — message header. By default the message type is substituted there, but the
text can be changed.

The event type is also substituted into the message field by default. If this field is left empty, the text
from the event's description in the editor is substituted into the message.

In the field Reminder message you can place information which, when the checkbox is activated,
Enabled, will be added to every sent message.

If at least one message is assigned for sending, the text E-mail on the button is shown in bold (Bold).

Settings — configures the program's reaction to different event types. As can be seen in the figure, each
of the listed event types has four checkboxes. A filled checkbox means the corresponding function is performed;
an empty one means it is ignored. The functions corresponding to the checkboxes are shown at the top of the
window:
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WSC - Settings

Alarm Sound Arch List

PR fault ] c |
ancel
Mot armed

Mo signal
Closing
Opening
Restoration
Ewent
Txtest
Objtest

Default |
Set as \:lefaulll

ORodom

Alarm — the message is routed to the alarm window on the workstations.
Sound — activation of the corresponding sound. If the message is also assigned to the alarm
window (Alarm is active), the sound file is played as many times as specified in the option
Signal repetition quantity (see section «Options»). If the alarm window is not initialized,
then one times.

e Arch —the message is written to the archive.

e List — the message is displayed in the event information window.

For all types of alarm messages, all the listed functions are always active.

Event type PWR fault has its own program reaction algorithm. If the checkbox Alarm is filled in, the
message is processed like any other alarm. If the checkbox Alarm is not filled in, the message goes only to the
unrestored alarms list and is not routed to the alarm window. However, when the time expires Reminder
timeout, it is routed to the alarm window as a repeat (see section “Information window «Alarm list»).

The event type Not armed covers all types of work schedule violations.

The most frequently used configuration can be saved by pressing the button SetAsDefault. Later it can
be loaded with the button Default. The same configuration is also loaded by default when a new site is created
in the database.

Radio — list of identification parameters of the device transmitting information over the radio channel. It
contains four parameters:

e Tx Address — physical address of the transmitter or repeater.

e Channel — number of the information reception channel to which the corresponding receiver
is set (see section “Receiver settings»).
Slot — number of the receiver slot from which the information must be received.
Device type — lets you select the type of the described device: transmitter (Tx) or a repeater
(RX).

Phone, IP - list of identification parameters of the device transmitting information via PSTN and/or IP

communication channels. It contains the following parameters:

e Account — control panel number or physical address IP of the transmitter.

e Channel — number of the information reception channel to which the corresponding receiver
is set (see section “Receiver settings»).
Line — number of the line from which the information must be received.
Phone — identification number IP transmitter (number SIM-maps, Online ID, IMEI, MAC-
address). Used for sending commands and requests from the program to the IP transmitters.

e Partition — area (partition) number of the site. When entering <??> information from all
areas is processed.

e Template — a drop-down window from which you can select an event code description
template for this site.
IMPORTANT! If in the site card, in the tab TLF Events contains
event entries, they take priority over the template and are ||

checked first. Objects Cirl40

e Show Template — a checkbox; when it is filled in, the contents of Zones ctl+z

the template will be displayed in the tab TLF Events on a yellow Events Ctrl+E

background. It does not affect message processing. alzis

Latitude, Longitude — geographic coordinates of the site. fotes Cul i
Editor - editor menu. It contains the following items: Copy object

- Objects — quick jump to the editor's site window. Delete object  Clrl+D

. . . . .. Remove Picture
- Zones — quick jump to the radio transmitter zone descriptions. R
- Events — quick jump to the radio transmitter event code descriptions. Cancel Crl+x
- Work Schedule — quick jump to the working time schedule. E—

- Notes — quick switches to editing the notes.

- Copy object — initiates the site copying procedure. It duplicates the corresponding button in the
editor header.

- Delete object — deletes all site data from the database.
IMPORTANT! This procedure is irreversible! A deleted site cannot be restored!

- Remove Picture — deletes the link to the graphic or video file from the database.
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Save object — starts the procedure of saving the site data. It duplicates the corresponding button in
the editor header.

Cancel — cancels all changes made since the last data save.

Notes font — lets you configure the fonts in the notes window.

Most of these commands can also be executed via “hot keys”, whose combination is shown in the right
part of the menu window.

Tab Objects.

Objects — a tab containing the list of sites. The list contains 5 fields:

NR - site number in the database.

ID — address of the radio transmitter installed at the site.

Name - site name

NextTime — time of the next scheduled Maintenance.

Object Id — unique site identifier (when a site is deleted, its number is never assigned to anyone
else).

Tab Details.

This page is intended for a more detailed description of the site and for listing the responsible persons.
The appearance of the page is shown in Fig.13.

Ohjects  Details | Zones | Ewvents | TLF Events I Wiork Schedule I Fartition I Hardware | MNotes |
Addresdliksnas 7 Phone |*371675606603
City Riga Group Crew 1 j Eai +37167505604
State Class Office j Maohile
Zip L1003 Codewnord |karamba E-rmail  |info@cartex b
Pers. Pazzword IName ISurName IF'Dsition IF'hnne IUser tHurnber IComment -
l napone hsan Ivanow Boss 22334455 1 He 2B0HMTE, TOARKD SME
| Jana Berzina Fin. Director | 22334456 3
=l
U R S R TR 4

Fig. 13. The Details tab.

As can be seen, this page holds the postal address of the site and its information addresses, and the
site is assigned to a specific group and class (see section “System settings”). In addition, a password word is
entered here, allowing the client to be identified when they call the monitoring station by phone.

The client list contains the following fields:

Pers. Password — the client's personal password, which may grant privileges different from those
granted by the common password.

Name — client's name.

SurName — client's surname.

Position — client's position.

Phone — client's phone number. It is recommended to enter numbers with the international code —
this will make the sending procedure easier SMS to the client from the program.

User Number — user number in the control panel at the site.

Comments — brief comments on each client.

The number of clients is unlimited.
The information from this tab can be viewed by the operator by pressing the button Details in the alarm
window or on the information panel in the main program window.

Tab Zones.

This page of the editor is intended for describing the signals from the transmitter inputs (zones), as well
as the repeater messages (see Fig.14).
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Fig. 14. The Zones tab.

Contains the following fields:

NR - site number. The field is purely informational and cannot be edited.
P —is not used in this version of the program.
Zone — zone number. Specifies the number of the transmitter input being described. Unused
transmitter zones do not have to be described. If an event occurs on an undescribed zone, it is
assigned the type E - Event and it is displayed as:
Unspecified zone switch: with the list of the changed zone numbers.
T — event type. Each event described in the fields 0-1 and 1-0, must be assigned a type. Each
event type is highlighted with its own color, both in the editor and in the program information
windows. This considerably eases the operator's perception of the information. The event types
can be the following:
1. P - Panic — alarm event. Corresponds to pressing the hold-up button at the site.
2. F - Fire —alarm event. Corresponds to a fire alarm at the site.
3. B - Bur—alarm event. Corresponds to activation of the burglar alarm at the site.
4. T - Trouble — alarm event. Describes all kinds of trouble at the site (tamper activation,
low battery, etc.)
5. W - Pwr — AC mains voltage monitoring 220V. Events of this type behave as follows:
when an alarm is received, the program acts according to the settings made for this event
type in the window Settings. When the time specified in the field expires Reminder timeout,
the alarm window is displayed automatically.
6. A - Arm — arming of the site.
7. D - Disarm — disarming of the site. These event types describe, as a rule, different
states of one zone. Each described site may have no more than one zone with the event
type D or A. If the site has no zones with events of these types at all, its status will always be
— Arm.
8. R - Restore — zone restore. Can be used to describe the second state of zones with
event types 1 — 5. By default, alarm messages are matched with a restore of a special type,
depending on the alarm type. In this case, when an archive query is generated, restore
messages are automatically “attached” to alarms without requesting restores in the query.
For details see the section “Working with the archive».
9. E - Event — neutral event.
The event type is changed with the “space” or by pressing the corresponding Latin letter.
Zone switch 0-1 and Zone switch 1-0 — event descriptions. Each of these fields describes the
event corresponding to a change of the transmitter input state relative to the previous one. That is,
for example, the field Zone switch 0-1 describes the event corresponding to the transition of the
given zone from the “short” state to the “open”, and in the field Zone switch 1-0 — event
corresponding to the transition of the zone from the state “open” state to the “short». If transmitter
inputs are pulled to “zero”, and also for transmitters of the system RS1000, the values of the states
“short” and “open” are reversed. For system messages (low battery and power loss) an alarm
always corresponds to Zone switch 0-1, restore — Zone switch 1-0.
IMPORTANT! If an input humber is entered in the list but the event description is missing,
information from that input is ignored by the program.
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e R — can take two values: Y — the alarm event is routed to the window «Alarm List», N — is not
routed. This function will only work if the parameter Reminder timeout in the site editor title bar will
show nhon-zero value.

¢ M - sending E-mail. Any event on any zone can be automatically sent to e-mail, to a mobile phone
via SMS or to a local pager. To open the mail message editor, place the cursor on the description
of the selected event and click the right mouse button. From the context menu that appears, select
the item Mail. The mail message editor window appears on screen:

S
Target1 Target Target3
irif .-'l'-.ddress|+3?1 22334455 LI .-'l'-.ddressl LI ;
Subject ILikShE‘S 7 Subject Imﬁ':E Subject I

Il:HFlT C OXpaHbl

In the field Target/Address is written E-mail address of the message recipient, their phone number
(must begin with <+>) or the pager code (must contain digits only). If the size allows, several addresses and/or
phone numbers can be entered in this field, separated by commas without spaces.

In the field Target/Subject — message header.

The bottom row contains the message text. The text from the input's message description is substituted
into this field automatically, but it can be changed.

When sending, information about the time it was received at the monitoring station is added to the
message.

To save the information, click the symbol 'f to delete — the symbol E?

Events assigned for sending are marked with the symbol &) in the field M. Messages are sent by a
separate program not included in the standard software package.

The described version of the program lets you save zone descriptions as a text file in the directory
ZCard and later load them into the site card. These procedures are performed via the context menu, which
contains the following items:
e Save to card — saves all zones described in this card to a text file.
¢ Load from card — loads the zone descriptions from the selected file. Zones already present in
the card are deleted.
e Append from card — loads the zone descriptions from the selected file. Zones already present
in the card are not deleted.
If, while adding zones from a file (card) or manually, a zone (or several zones) is entered twice, then
when you try to save the changes the program opens a window Error with the error Repeated zone nhumber!

(Duplicate zone number!) (see Fig. below). In this case the duplicate zones must be removed from the list by
clicking < — > at the bottom of the window, after which the save changes dialog will open without an error.

Warning! X

lel Save?

Yes Mo Cancel
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Editor

Object MNr. M 4 = e o X £A = Ay Transm. test time 11:00
Mame |Pult Object test time 25:00
D escription |Pult Ewvent Contral Time 00:06
Radio Phone, [P
Twbddress |4 Slat n - Accaunt |5?32 Line |-| j Test Event FF
) Reminder tirmeout 01:00
Charinel 1 - Device twpe Tx Chanrel |1 j Phone |2?335?32
. Mainten. penod, Mi:DDIOO-00
] Partition |9y
attude 156.913455 Emal | Setings |
Longitude 24125432 | Tenpiats | - [ Sher Temlcte
| Error =
Objel:ts] Details Zones lEvents ] TLF Ewven are] Motes ]
MR F |Zone |M |T |Zone awich 0-1 ,O, Repeated zone number! e swich 1-0 |F| | -~
1 1 RB Burlgary restor — rigary N
1 2 RF Fire restore re N
1 3 RT Trouble restor ouble N
1 4 RT 220w restore 1A% N
1 5 RF PANIC restore P | Panic N
1 [ D DIZARM A JArm N
1 7 E ACC E Accrestore N
k1 2 [0 Alarm zone 1 (Entry|Exit) R Zone 1 restored N
1 3 F |Alarm zone 2 {(24H) R Zone 2 restored N
1 4 B | Alarm zone 3 (Instant) R Zone 3 restored N
W

M 4 » » +

P-Panic F-Fire B-Bur T-Trbl

W-PwWH A-Arm  D-DArm  R-Restore

Example of transmitter zone descriptions RT4-5se is shown in Fig.14.

Transmitter RT4-5se has 7 zones. The first six of them are given to the user, and the seventh reflects
the state of the transmitter power supply: 0 — normal, 1 — low voltage. The transmission of the state of the
remaining zones depends on their operating mode: 0 — open or +E — open. In the first case an open zone is

E-Event

transmitted a one, and a short as a zero. In the second it is the opposite: open — a zero, a short — a one.

When several sites are connected to one transmitter, its zones are divided between these sites. The

programming process comes down to the following:
1. A site with the number is entered into the database N and the transmitter address X.
2. The site parameters and the transmitter zones related to the site are programmed N.
3. A site with the number is entered into the database M, while the transmitter address remains X.
4. The site parameters and the transmitter zones related to the site are programmed M.

An example of programming a transmitter for two sites is shown in Fig.15. (zones belonging to another

site are shown in gray).

CORTEX - Security Commander for Windows — Server

30



| Objects | Details Zones | Ewvents | TLF Ewents | ¥Work Schedule I Fartition I Hardware I MNotes |

MR P [zone [M [T  |Zone swich 0-1 IM |1 |Zone swich1-0 |m
M3 1 RB lNpoHukHOBEHUE OTGODWA. B | lNMpoHukHoEEHKEe! N
3 2 P |Hananenue ! RFP Hananenue oTGoi hil
3 3 D | CHAT C oxXpaHbl A |TMon oxpaHoii N
8 4 BF |Moxap oToid F o Moxap! I
g 5 T |HewcnpaeHocTe! RT |HewcnpaeHocte Okl I
3 [ W | Aesapua 220B RwW 220B ok hid
3 7 T |barapes pazpaxeHal RT barapes Ok h il
< = w w» o == -~ 37 P-Panic F-Fire B-Bur T-Trbl W-PWR A-Arm D-DArm R-Restore E-Event |

LD

Fig. 15. Distribution of transmitter inputs between two sites.

Example of zone descriptions for Repeater RP4000dm and Console CU4000 is shown in Fig.16.

' Objects I Detailz Zones I Ewents I TLF Ewvents I Work Schedule I Fartition I Hardware | MNaotes I

L]

NE P |Zone M [T |Zone swich o4 IM [T |Zone swich1-0 5
M5 1 B Tamper1! R Tamper1 Ok N
b 2 B |Tamper?2! R |Tamper 2 Ok N
L 3 T GSM/GPRS ERROR! R GSM/GPRS Ok N
L 4 T COM/USB ERROR! R COM/USB Ok N
b b T |Ethernet ERROR! R |Ethernet Ok N
L [ T MEMORY ERROR! R Memory Ok N
b 7 T |Battery LOW ! R |Battery Ok N ]
L 8 T 220¥ lost! R 220 ¥ Ok N
b 9 E |Channel 1 is not active E |Channel 1 is active N
L 10 T | Ch1 RECEIVER TROUBLE ! R Ch 1 Receiver Ok N
L 11 T Ch1 JAMMING ! R Ch1 Jamming stoped N
b 13 E |Channel 2 is not active E |Channel 2 is active N
L 14 T |Ch 2 RECEIVER TROUBLE ! R Ch 2 Receiver Ok N
L 15 T Ch2 JAMMING ! R Ch 2 Jamming stoped N
4 4 » w» 4+ = - ' P-Panic F-Fire B-Bur T-Trbl W-PWR A-Arm D-DArm HR-Bestore E-Event ‘

K

Fig. 16. Zone descriptions for the repeater and console.

Repeater RP4000dm and the console CU4000 have 40 zones (zones 12, 16, 20, 24, 28, 32, 36 and 40
are not used). Zones 1 through 8 relate to the repeater as a whole; the rest, in groups of 4, relate to the
reception channels and are duplicated for each channel (see Fig.16). Zone descriptions are covered in more
detail in the repeater and console documentation.

Tab Events.

This page describes the events transmitted ¢ of alarm panels and zone expanders via a radio
transmitter. The ways of connecting the transmitter to alarm panels are described in detail in the transmitter
manuals.
The following fields are used to describe events in the editor (see Fig.17):
¢ NR-is areference (non-editable) field showing the number of the site being edited.
e Account — contains information identifying the alarm panel from which the information is read. It
may have a different structure for different interface types (see below).
e Event — must contain the event code generated by the alarm panel. It may have a different
structure for different interface types (see below). The code must be entered in full, including
leading zeros.
M — E-mail distribution. The rules for filling it in are the same as on the page Zone.
T — Event type. The possible event types are listed below:
P - Panic — alarm event. Corresponds to pressing the hold-up button at the site.
F - Fire — alarm event. Corresponds to a fire alarm at the site.

1.
2.
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3. B - Bur—alarm event. Corresponds to activation of the burglar alarm at the site.
4. T - Trbl —alarm event. Describes all kinds of trouble at the site (tamper activation, low
battery, etc.)
5. W - Pwr — AC mains voltage monitoring 220V. Events of this type behave as follows:
when an alarm is received, the program acts according to the settings made for this event
type in the window Settings. When the time specified in the field expires Reminder timeout
the alarm window is displayed automatically.
IMPORTANT! For events of this type, in the column R must always be Y.
6. A - Arm - arming of the site.
7. D-DArm —disarming of the site. Unlike zone descriptions, several events of the type
are allowed when describing events A and D for a single site.
8. R - Restore — alarm restore. Can be used to describe the second state of zones with
event types 1 — 5. If, when describing an alarm event, a restore code is entered in the field
rEv, then the restore description is created automatically with a special restore type,
depending on the alarm type. In this case, when an archive query is generated, restore
messages are automatically “attached” to alarms without requesting restores in the query.
For details see the “Working with the Archive” section.
9. E - Event — neutral event.
10. S - Tst — a test message from the alarm panel. This message is not informational, but if
it is not received within the time defined by the parameter Object test time, the following
message is displayed:

No signal from object!

e Message — intended for describing the event corresponding to the given code. If this field is left
blank, the event is ignored when processing information, regardless of the type assigned to it. If an
event not described in the database occurs, it is assigned the type E - Event. The message
displayed in this case depends on the type of interface device.

IMPORTANT! If an empty row is present in the event descriptions, undescribed events will
be ignored.

e rEv - restore code. This field specifies the code by which the described alarm message (event
types 1 — 5) must be removed from the window «Alarm List». If no restore code has been entered,
removal of the event from the window «Alarm List» must be done manually.

¢ R — can take two values: Y — the alarm event is routed to the window «Alarm List», N — is not
routed. This function will only work if the parameter Reminder timeout in the site editor title bar will
show a non-zero value.

In the tab Events in the context menu, opened with the right mouse button, there is a special option
Replace, which is used to change the values in the field Account. This function works as follows: when a new
value is entered in one of the rows and Replace, all rows change their value to the one written in the selected
row.

To simplify the site entry procedure and reduce the database size, part of the event code characters
(field Event code) and/or the panel number (field Account) replace with “?”. In this case the corresponding
event description (Message) is matched with a code containing, in place of the “?” any character. To identify a
specific event, the combination “[E]” for the event and “[A]” for the panel number, which when displayed is
replaced with the actual characters from the event code (see example). The number of “?” in the event code can
be any, but not more than the number of characters actually present. They must be placed from right to left
without gaps.

If one of the codes entered using “?”, a special description must be entered as an additional row (code
43 in the example).

' Ohjects | Details | Zones Ewvents |TLF Ewents | "Work Schedule | Fartition | Hardware | Motes |

MR Account |Event code |M |T |Message |rEv |F| -
M1 39m 22 T |HezaperucTpypoBaHHii KNy N

1 39m 61 E Bxon B pexWM peructpauuu N

1 39m 62 E Bwxoa Wz pexuHa perdcTpauuu N

1 39m 43 F MoxapHnasa Tpesora 93 hd

1 3901 93 RFlNoxapHas Tpesora N

1 3901 97? R |BocctaHoeneHuwe zoHa #[E] N

1 3901 47 B |Tpeeora soHa #[E] 97? N

1 3901 B? D |OTkpuTHe kKnouen F[E] N

1 3901 c? A | JaxkpuTue knwouemr #F[E] N

1 39m 81 T Asapua 2208 E1l Y |

4 4 » p % = -7 :° P-Panic F-Fire B-Bur T-Trbl W-PWHR A-Arm D-DArm R-Restore E-Event 5-Tst |

Fig. 17. Example of event descriptions from a radio transmitter.



Example of using “?” when describing events:
When a message with the code is received 41, the operator will get the following description line:

Alarm zone #1
If, however, the code is received 43, the operator will get the line:
Fire alarm

Depending on the types of the interface device and alarm panel used, event programming has its
peculiarities, but the rules for using “?” — are unchanged.
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Interface IF_Paradox, panels ESPRIT 7X8, Premier.
An example of event programming for this variant is shown in Fig.18.

' Objects I Details | Zones Ewvents |TLF Ewvents | Wwork Schedule | FPartition | Hardware I MNotes I
HR Account |Event code |M IT IMessage |rEv |H |;|
5 0 5508 T Bxon c npuHYyxaeHHem | N
5 0 57N E |Bxoa e nporpaMMUMpoBaHUe N
5 0 5877 A | JakpuTtue c [E] konom N
5 0 5977 T Tpeeora [E] 3oHa N
5 0 5830 T |Bxon c npuHYXAeHHEM | N
5 0 5877 D [Orkpute c [E] konom N
5 0 5E?7? R |Boccranoenedue[E] 30Hw N
5 0 7877 A | JakpuTHe paiioHa B c[E] konom N
5 0 7977 T TpeeoraB [E] 2oHa N
k5 0 7B?7? D |OrkpoiTue paidiona B c [E] konom N |
« 4 » » f = -7 i P-Panic F-Fire B-Bur T-Trbl W-P'WR A-Arm D-DArm H-Hestore E-Event 5-Tst |

Fig. 18. Example of event descriptions in Esprit format.

In the field Account specifies the interface device number from 0 to 3 (see the manual for the
PARADOX_2), in the field Event — group and event code. The code table is included in the manual for the
PARADOX_2. An undescribed event is displayed as:

Group Of Event/Event=5001 Card number=02

Interface IF_Magellan, panels of the series E/SPIMG.
An example of event programming for this variant is shown in Fig.19.

' Objects | Details | Zones Ewents |TLF Ewents | Wiork Schedule | Fartition I Hardware | MNotes |

MR Account IEvent code IM IT IMessage IrEv IH I:I
5 ?7? 400077 B |[Manuka. paiion [E] N
5 ?7? 400177 B |MeauuwHckas Tpeeora. paiioH [E] N
L3 7 400277 B lNoxapHas Tpesora, paioH [E] N
L] 7 400377 B Henaenas noctaHoeka. paiioH [E] N
LY e 400477 B |BuknwuyeHwe cucTemMu. paioH [E] N
5 ?7? 400577 B |Tpeeora lNpuHyxneHue, paioH [E] N
5 ?7? 400677 B |BnoxkuvpoBka KnaBuarypwl N
L1} 7 410177 E |3ona 01 puknwueHa. paiioH [E] N
L] 7 410277 E |3ona 02 puknwueHa. paiioH [E] N
M5 ?? 410372 E N -
4 4 » »l & = - i P-Panic F-Fire B-Bur T-Trbl W-PWR A-Arm D-DAm HR-Restore E-Event 5-Tst ‘

Fig. 19. Example of event descriptions in Magellan format.

In the field Account specifies the interface device number from 00 to 03 (see the manual for the
PARADOX_2), in the field Event — group, event code and area number. The event code may also be a zone or
user number. The code table is in the installation manual of the corresponding panel, in the section describing
the programmable outputs (PGM). An undescribed event is displayed as:

Group Of Event/Event/Partition=0D0401 Card number=01

Interface IF-1.2 (4x2 format).

Using this interface, information can be read from any alarm panel that has a telephone communicator
and supports the pulse format 4x2 (see the manual for the IF-1.2). In addition, alarm panels belonging to the
system operate in this format RS4000.

An example of event programming for this variant is shown in Fig.20.

In the field Account specifies the identification code (account) of the alarm panel; the field Event —
event code. The identification code and event codes are programmed manually in the alarm panel.

The recommended code table is included in the manual for the IF-1.2. An undescribed event is
displayed as:

Account=1234 Event=15
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- Ohjects | Details | Zones Ewents |TLF Ewvents I ‘Wark Schedule | Partition | Hardware I MNotes |

MF Accaount |Event code |M |T |Message |rE\-' |H -
M1 9301 22 T HezaperucTpyMpoBaHbIA Knwo4 N

1 9901 61 E Bxon B pexum perdcrpauMqM N

1 94901 62 E Buoxoa vz pexuvMa perucrpauuu N

1 9901 43 F MNoxapHaa Tpeeora 93 hil

1 99m 93 RFlMNoxapHas Tpeeora N

1 9901 97 R BoccranHoeneHue zoHa #[E] N

1 99m 47 B Tpeeora zona #E] 97 N

1 9301 B? D OtkpuTHe knoueM #E] N

1 9901 c? A | JakpuTHe knwouem #E] N

1 99m 81 T |Asapua 2208 E1 hd |

« 4 » p» & = -~ i P-Panic F-Fire B-Bur T-Trbl W-PWR A-Arm D-DArm R-Restore E-Event 5-Tst ‘

Fia. 20. Example of event descriptions in 4x2 format.
Format Contact ID.

This format is used by the interfaces IF-1.4id and IF-1.5id (via the telephone communicator of panels
supporting the format Contact ID), as well as when working with the systems RS-63, RS-255, ABUS, zone
expanders and in many other cases.

An example of event programming for this variant is shown in Fig.21.

. Ohjects I Details | Zones Ewvents |TLF Ewents | “Whork Scheduls I Partition I Hardware I Motes |

MR Account IEvent code IM IT IMessage IrEv |F| I;I
10 123477 11307727 B |PaflioH [A] NpoHukHoBEHWe, JoHa [E] 3130?2722 |Y
H10 123477 3130727 RHPafiion [A] NpoHukHoBeHue. Jona [E] M
10 1234?72 1131227 B Pation [A] NepurmeTp. 3oHa [E] 3NN

10 123477 3131927 RBPafion [A] MNepurmerTp. 3ona [E] N
10 123477 113279727 B |PaiioH [A] BHyTpeHHasa zoHa [E] 3132797 |Y
10 123477 31327727 RHPaflioH [A] BHyTpeHHaa zoHa [E] N
10 123477 113379727 B |Pafion [A] KpyrnocytouHasa zoHa [E] 313373 Y
10 123477 3133977 RBFPafiion [A] KpyrnocytouHas zoHa [E] M
10 123477 1134?77 B |PaiioH [A] BxoafBuxon. 3ona [E] 3134977 |

[

4 4 » w & = -~ 7 P-Panic F-Fire B-Bur T-Ttbl W-PWR A-Am D-DAm HR-Restore E-Event 5-Tst |

Fig. 21. Example of event descriptions in Contact ID format.

Field Account has the following structure: AAAAGG

where AAAA — panel number (account), GG — area nhumber (partition).

No separator characters are placed between the area and panel numbers. If the panel number contains
fewer than 4 digits, the leading zeros can be discarded. The area number must always must contain 2 digits,
i.e. leading zeros are not discarded. For example, if the panel number is 132 and the area number is 2, the entry
in the field Account must look as follows: 13202.

If the last two characters in the field Account are replaced by the character ??, messages from all
areas of the panel will be processed. The area number can be included in the event description: it will be
substituted in place of the symbol [A].

IMPORTANT! Events for one or several areas can be described separately by specifying, instead
of the characters ?? the corresponding number. In this case, however, all events for this area must be
described, not just those requiring a special description.

Field Event always consists of 7 digits and has the following structure: MEEEZZZ.

where M — modifier, EEE — event code (per the table in the installation manual of the specific panel),
ZZZ - zone or user number (if the event does not involve zones or users, zeros are entered in this field).

Modifier M in the field Event can take 2 values:

M=1 if the event corresponds to an alarm or disarming, as well as to informational and service
messages.
M=3 if the event corresponds to an alarm restore or arming
An undescribed event is displayed as:

Event=1137001 Account=2345/01
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Distributing messages from a transmitter between several sites.

The need to distribute signals from a transmitter between several sites may arise, for example, when
several alarm panels are connected to the transmitter, when working with multi-area panels, or when the
transmitter is connected to systems ABAS, RS-63, RS-255 and in other similar situations.

An example of signal splitting is shown in Fig.22.
Programming sites with split events is similar to programming with split zones.
The programming process comes down to the following:

1. A site with the number is entered into the database N and the transmitter address X.

2. The site parameters and the transmitter messages related to site N.

3. A site with the number is entered into the database M, while the transmitter address remains X.

4. The site parameters are programmed, along with messages of the transmitter related to the site M.

The example shows a case where the messages differ by account (more precisely, by area number),
but sites can also be split by event codes. In any case, remember the rules for using the characters ? when
describing messages.

. Ohjects I Details | Zones Ewents |TLF Ewents | Wwork Schedule I Fartition | Hardware I MNotes |

MR Account IEvent code IM IT IMessage IrE\-' IFI I;
k10 050311 1130007 B Tpeeorae zoHe [E] N
10 050311 1401007 D CHAT Cc oxpaHu Nonszoeartened [E] N
10 050311 3130007 R BoccraHoeneHue 30HH [E] N
10 050311 3401007 A MNMocraeneH non oxpaHy nonszoeatenem [E] N

11 050312 1130007 B |Tpeeorae zoHe [E] Mo
11 00312 1401007 O |ZHAT coxpadel nonezoeaTtenst [E] ™
11 0s50312 3130007 F. | BocctanoeneHue =oHel [E] ™
11 050312 3401007 A [MNocTaenen noa oxpady NonezoeaTensm [E] M

|

= = w wl g = -~ 5 P-Panic F-Fire B-Bur T-Tibl W-PWR A-Arm D-DArm R-Hestore E-Event 5-Tst ‘

Fig. 22. Example of splitting messages between several sites.

The described version of the program lets you save event descriptions as a text file in the directory
ECard and later load them into the site card. These procedures are performed via the context menu, which
contains the following items:

e Save to card — saves all events described in this card to a text file.

¢ Load from card — loads the event descriptions from the selected file. Events already present in
the card are deleted.

e Append from card - loads the event descriptions from the selected file. Events already present
in the card are not deleted.

If, while adding events from a file (card) or manually, an event (or several events) is entered twice, then
when you try to save the changes the program opens a window Error with the error Repeating of event code!
(Duplicate event code!), and rows containing repeated codes will be highlighted in dark gray (see Fig. below).
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B WSC - Editor Py

Editor
Dbject Mr. - < = m o+ X |z | B Traresm. test time 11:00
Hame Object test time 25:00
Description Event Contral Time 00:00
R adic Phone, IF I
Tx Address 18 Slat i} - Account Line j Test Event FF
Channel 1 'I Device type Te = Chaniel j Phare Fieminder timeout 07:00
= " — Mainten. period, MK:DD{O0-00
) Partition
Latitude E -mail | Settings |
Laongitude Template | j [~ Show Templat
Error e R G
Objec‘tsl Detailsl Zones Ewents |TLF Ewve are' MNotes I
NR Account |Event code IM |T Repeating of event code! IrEv |F| I [
18 123477 1400777 O = 34007277 N

140172727 1 3401?2727 N
toirre 3401272 N

140272772 D Area [A] Group open. Zone [E] 34027277 N
D [Area[A] Group open. Zone [E] ||
14037277 D Area [A] Automatic open. Zone [E] 3403777 N
T N R Y Y 2 i
123477 1404777 T Area [A] Late Open/ Close, Zone [E]
T Aree A1 Lot Openy Cloos, zone 1E] ol
L

4 4 » M + = - ' P-Panic F-Fire B-Bur T-Trbl “W-PWH A-Arm D-DArm R-Restore E-Event 5-Tst

In this case the duplicate events must be removed from the list by clicking < — > at the bottom of the
window, or open the context menu with the right mouse button and select the item Remove duplicate events
(Delete duplicate events)(see Fig. below).

[ WSC - Editor e

Editor

Object Nr. 18 M 4 = ok f X | 1.V | | é;t(l Tranzm. test time W

Mame Ohiject test time m

Description Evert Control Time W
?:' i;dless 18— Slot m EEEEEHLP Line j Test Event Iﬁ:—

=
=
—

[

Channel 1 vI Device type Tx = Chatinel j Phiare Fleminder fimeou
— Mainten. period, Mhd:DD|00-00

Partition

L atitude

Longitude Template I

E-mail | Settings
=l

[~ Show Template

Objel:tsl Detailsl Zanes Ewvents |TLF Eventsl W'ork Schedulel Partiticlnl Hardwarel Motes |

MA Account |Event code |M |T |Message |rEv |F| |A
18 123477 1400?77 D Area [A] Open. Zone [E] 3400777 N

D Avea [A) Open, Zon [E] 30 N

1401777 D Area [A] Open by user. Zone [E] 3401?77 N
D Area [A] Open by user, Zone [E] e N

140277272 (Nl Area [A] Group open, Zone [E]

Area [A] Group open, Zone [E]

1403777 D Area [A] Automatic open. Zone [|

Area [A] Automatic open. Zone [

1404777 T |Area [A] Late Open/ Close. Zone

Area [A] Late Open/ Close, Zong

E-rnail

Save to card

Load from card

Append from card

18 [123477

Replace

Rermove duplicate events

4 4 » w & = " ' P-Panic FFire B-Bur T-Ttbhl W-PWRE A-Am D-D.

After these actions, the save changes dialog will open without an error.
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Warning! x

'e.‘ Save?

Yes No Cancel

The TLF Events tab.

This page describes the events transmitted c¢ of alarm panels over wired communication channels
(PSTN and IP). The program supports several types of alarm message receivers (consoles), and this list is
constantly growing. The ways of connecting alarm panels to transmitters are described in the corresponding
transmitter manuals. Each console has its own peculiarities in interpreting the received messages when passing
them to the computer. In addition, this may also depend on the individual settings of the console.

In view of the above, it does not seem practical to consider event programming for each console type in
detail, so this section is devoted to the basic principles of event description and some general
recommendations.

The following fields are used to describe these events in the editor:

NR - is a reference (non-editable) field showing the number of the site being edited.
Event code — must contain the event code received from the alarm panel. Depending on the
communication protocol and console type, it may have a different length (but no more than 4
characters) and structure.
Zone — zone or user number. For formats in which this value is absent, it is recommended that this
field fill with the characters “?2??2».
M — E-mail distribution. The rules for filling it in are the same as on the page Zone.
T — Event type. The possible event types are listed below:
1. P - Panic — alarm event. Corresponds to pressing the hold-up button at the site.
2. F - Fire —alarm event. Corresponds to a fire alarm at the site.
3. B - Bur - alarm event. Corresponds to activation of the burglar alarm at the site.
4. T - Trbl —alarm event. Describes all kinds of trouble at the site (tamper activation, low
battery, etc.)
5. W - Pwr — AC mains voltage monitoring 220V. Events of this type behave as follows:
when an alarm is received, the program acts according to the settings made for this event
type in the window Settings. When the time specified in the field expires Reminder timeout
the alarm window is displayed automatically.
IMPORTANT! For events of this type, in the column R must always be Y.
6. A - Arm — arming of the site.
7. D-DArm —disarming of the site. Unlike zone descriptions, several events of the type
are allowed when describing events A and D for a single site.
8. R - Restore — alarm restore. Can be used to describe the second state of zones with
event types 1 — 5. If, when describing an alarm event, a restore code is entered in the field
rEv, then the restore description is created automatically with a special restore type,
depending on the alarm type. In this case, when an archive query is generated, restore
messages are automatically “attached” to alarms without requesting restores in the query.
For details see the “Working with the Archive” section.
9. E - Event — neutral event.
10. S - Tst — a test message from the alarm panel. This message is not informational, but if
it is not received within the time defined by the Object test time parameter, the following
message is displayed:
No signal from object!

Message — intended for describing the event corresponding to the given code. If this field is left
blank, the event is ignored when processing information, regardless of the type assigned to it. If an
event not described in the database occurs, it is assigned the type E - Event. The message
displayed in this case looks like:

Partition= P EventCode= EEEEZZZ,
where P — area number, EEEE — event code, ZZZ - zone or user number.
The area number may contain 2 or 1 hexadecimal digits, or be absent. In the latter case the line will
look like:

Partition= EventCode= EEEEZZZ
The event code consists of 7 characters, the first 4 of which are the event code proper, and the rest
are the zone or user number. This is exactly how they must be entered in the corresponding fields
(including spaces).
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IMPORTANT! If an empty row is present in the event descriptions, undescribed events will
be ignored.

e rEvent code — restore code. This field specifies the code by which the described alarm message
(event types: 1 — 5) must be removed from the window «Alarm List». If no restore code has been
entered, removal of the event from the window «Alarm List» must be done manually. After a
restore code is entered for an alarm event, a description for the restore event is automatically
created, with a type matching the alarm type. If this restore code has already been described
earlier, one of the rows must be deleted.
¢ R - can take two values: Y — the alarm event is routed to the “Alarm List», N — is not routed. This
function will only work if the parameter Reminder timeout in the site editor title bar will show a
non-zero value.
As with the description of events transmitted over the radio channel, part of the event code characters
(fields Event and Zone) replace with “?”. In this case, in the processed message, in place of the “?” may
contain any characters. To identify a specific event, the combination “[E]”, which when displayed is replaced
with the actual characters from the event code (see example), or the combination “[P]", which is replaced by the
area number or its name (see section “Tab Partition»). Number of “?” in the event code or area number can be
any (but not more than the number of characters actually present); however, they must be placed from right to
left, without gaps (Event and Zone are considered a single field).
If one of the codes or areas entered using “?”, a special description must be entered as an additional
row (code E855 in the example).
Example of a filled-in card using “?” in the format Contact ID is shown in Fig.23:

.Objedsl Detailsl Zones | Ewvents TLF Ewvents |Wurk Schedulel Partiticm' Harchivare | MNotes I

B Ewent code |Zone |M |T |ME$$age |rEvent code |F| |;|
M6 E85L5 oo1 T |RT4-5GL: HemcnpaeHocTs SIM1 N
& E855 ooz T |RT4-5GL: HemcnpaeHocTe SIM2 N
& E858 e E |RT4-5GL: OxpaHHuk [E] HA o6LeKTE N
b R100 000 R |BoccTaHoEneHWE MEAMUMHCKDR TPEEDIM N

[ R115 'y R BocctaHoBNEHWE NOXapHOM TPEBOIM N _
[ E120 77 F Manuka R1z20 Y
& R120 e RP lNanuka N
[ E121 e B BeenédH koo NpHHYXAEHUA R121 hd
[ R121 'y RP BocctaHoENEHWE TPEEOMH NpUHYXAEHWA N

|

4 4 » p + = -7 3 P-Pamc F-Fire B-Bur T-Trtbl W-PWR A-Am D-DArm R-Restore E-Event 5-Tst |

Fig. 23. Example of a filled-in card.

As already noted, event codes may have different structures, depending on a number of factors. As a
rule, the description of the communication protocols and of the corresponding messages passed to the
computer is present in the documentation of the specific console. To find out the structure of specific information
from a specific site, the following method is recommended.

If you know the panel number at the site of interest, create a card and enter this number in the field
Account of the header (see the “Title and first page” section). Also fill in the fields Channel and Line, and in
the field Partition add «??». Then initiate a message transmission from the site. You will get a message like
Eventassigned to the site you have entered, looking like:

Partition= P EventCode=E

P may consist of two hexadecimal digits, one, or be empty.
E may contain from two to seven characters.
For the site described in the example, this line could look like:

Partition= 99 EventCode= E855002

Now we fill in the site card, entering the obtained values in the corresponding fields, and, when the
event is triggered again, we get the line:

RT4-5GL: Trouble SIM2

If the panel number at the site is unknown, no site card is created; simply trigger an event at the site. In
this case you will also get a message like Event, but it will be assigned to the console and will look as follows:

Line:1 Acc:1234 Part:99 EvCode:E855002

In this case, in the column Nr the number of the channel from which the signal arrived will be shown.
This information is thus sufficient to describe a message from the site.
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Below are examples of event descriptions for different formats.

4x2 format.

This format uses an event code consisting of two hexadecimal digits, the area number (Partition) is not
transmitted. Both digits of the code are written in the field Event Code, field Zone is filled with the characters
“?» (see Fig.24).

.Objedsl Detailsl Zones | Ewvents TLF Ewents |WDrk Su:hedule' Partitiu:nl Hardware I Motes |

MA Event code IZonelM |T IMessage |rEvent code |F| =
LAk 47? o' B Tpeeora JoHa [E]! N
8 61 Y E Bxoa B pexuymM nporpaMMHUpoBaHU{d KnwJei N
8 62 Y E Bwxon w3 pexuma nporpaMMHpoOBaHUAa Knwuei N
8 97? Y RB BoccraHoeneHue 30HH [E] N
8 B? Y D OTkpuTO NOonsz0Barenem [E] N
8 c? Y A 3akpuTo nonsz0earenem [E] N
8 81 Y W lNponaxa ceTeBoro NMTaHWa E1 Y
i} E1 e R BoccTtaHoOBneHWe ceTEBOro NUTaHus N
i} g2 Y T Huakuil 3apan akkyMmynartopa E2 h
|
< = mw» w 4 = -7 27 P-Panic F-Fire B-Bur T-Trbl W-PWR A-Arm D-DArm H-Restore E-Event S5-Tst |

Fig. 24. Event descriptions in 4x2 format.

SIA format.

The event code in this format consists of two Latin letters, and the zone or user number consists of two
or three decimal digits.

An example of describing codes with three-digit zone numbers is shown in Fig.25.

.Objectsl Detailsl Zones | Ewvents TLF Events |Wark Schedule' Partitic:n' Hardware | Motes I

MR Event code |ZDne|M |T Meszage IlEvent code |H o
b AT ooo MNMponaxa 220 AR Y Ij
8 AR oon RW lMponaxka 220V N
1] BC 77 E OTMeHa Tpeeorv,. nons3oeartens [E] N
8 BH 77 R BoccraHoBneHue Tpesoru, zoHa [E] N
8 BA e B Tpeeora, zoHa [E] BH hd
1] BY o0o B Tpeepora npoxoAHONH I0HH N
8 CA oon A ABTONOCTAHOBKA NOA OXpaHy N
L] CE ooo E OTMeHa aBTONOCTAHOBKM N
8 cG 77 A JaxkpuTuve, paioH [P] N
[
4 4 » p & = -~ i P-Panic F-Fire B-Bur T-Trtbl W-PWR A-Am D-DAm HR-Restore E-Event 5-Tst |

Fig. 25. Event descriptions in SIA format.

If two-digit values are used in the format, two characters should also be used in the description (except
for “?22?»).

The code set of the format SIA is standardized, but it is recommended to use it in full only in templates
(see the “Message Template Editor” section), since a large number of codes (many of which are not used)
unjustifiably increases the database size. The list of codes used by a specific panel is usually found in the
installation manual for that panel.

Contact ID format.

This format is the most commonly used. The event code consists of three digits (the event code proper)
and a modifier. The modifier can take 2 values: E — an alarm or informational message, as well as a message
about disarming of a site or area; R — an alarm restore or arming message. The zone or user number consists
of three digits. An example of event descriptions is shown in Fig.23.

The described version of the program lets you save event descriptions as a text file in the directory TLF
and later load them into the site card. These procedures are performed via the context menu, which contains
the following items:

e Save to card — saves all events described in this card to a text file.
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¢ Load from card — loads the event descriptions from the selected file. Events already present in
the card are deleted.
e Append from card - loads the event descriptions from the selected file. Events already present
in the card are not deleted.
If, while adding events from a file (card) or manually, an event (or several events) is entered twice, then
when you try to save the changes the program opens a window Error with the error Repeating of event code!
(Duplicate event code!), and rows containing repeated codes will be highlighted in dark gray (see Fig. below).

B WSC - Editor x
Editor
Object Mr. M a4 > » o X | A | | E | E;lﬂ Tranzm. test time 11:00
M ame Object test time 2500
Description Ewent Contral Time 00:00
Radic FPhaone, [P I
T Address Slat - Account  |3888 Lire 1 j Test Event FF_
Charrel vl Device type Tx - Channel |2 j FPhone |22200000 Fieminde tmeo.t m
— » Mainten. periad, Mi:DD|00-00
] Partition |77
Latitude E-mail | Settings |
Laongitude Template I j ™ Show Templat
Error > B
Objel:tsl Detailsl Zones | Events TLFEwe arel MNotes |
MA Event code |Zone |M |T | (@) Repeating of event code! |rEvent code |H | -~
§292 777 =

N
__-

_--El
8292 AbBD2 oon

6292 E100 000

-lﬁl—-

E100 1?7 P Rajons [P] Medicinas trauksme. Lietotajs [E]

-.E Rajons [F] Medicines trauksme. Lietotajs [E] _-

7?? F |Rajons [P] Ugunsgreka zonas trauksme [E]

-.. Rajons [P] Ugunsgreka zonas trauksme [E] _-
N

E115 ooo F Ugunsgréka trauksme

4 4 » » % = -7 ' P-Panic F-Fire B-Bur T-Trthl W-PWR A-Arm D-DAmm R-Bestore E-Event 5-Tst ‘

In this case the duplicate events must be removed from the list by clicking < — > at the bottom of the
window, or open the context menu with the right mouse button and select the item Remove duplicate events
(Delete duplicate events)(see Fig. below).
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= WSC - Editor x

Editar
Object Mr. 4 4 » » o+ X | @ Transm. test time 11:00
Marne Object test time 25:00
Description Event Control Time 00:00
Radio Phaone, IP I
T Addiess Slat vl Accourt 18885 Line 1 - I Test Event r
— = Device lype —T — m =1 | Prone —22222222 Reminder timeout 01:00
j » b ainten. period, Mid:0D|00-00
) Partitionn |
Latitude I J E -mail | Settings |
Lonagitud Template h
Celrlitiel= [~ Show Template

Objeu:tsl Detailsl Zones | Ewvents TLF Events |W0rk Schedulel Partitionl Hardwarel MNotes |

MR Ewvent code IZone IM IT IMessage IlEvent code |F| I ~
8292 77 S |OnLine testa zinojums
B9
8292 ABD2Z ooo 5 |Panela testa signils E-mail
E100 ooo P KupEjE trauksme Saveto card

--E Load from card

P |Rajons [P] Medicinas trauksme. Lie’

--E Rajons [F] Medicines trauksme. Lie

Append from card

77 F |Rajons [F] Ugunsgréka zonas trauk Replace
-- Rajons [F] Ugunsgreka zonas trauk Remove duplicate events
E115 oon F |Ugunsgreka trauksme ™

4 4 » » & = -7 2 P-Panic F-Fire B-Bur T-Trbl W-PwWH A-Am D-DAm F-Restore E-Event 5-Tst

After these actions, the save changes dialog will open without an error.

Warning! X

lgl Save?
k. * 4

Yes Nao Cancel

Tab Work Schedule.

On this page you can enter the site work schedule, and the program will automatically track its
execution and react to the selected type of violations. An example of a work schedule is shown in Fig.26. In the
column Day specifies the days of the week for which the schedule is created. To enter a day of the week, either

Ohjects | Detailsl Zanes | Ewvents I TLF Events Wwork Schedule | Partitionl Hardware | Motes |

Day I Opening I Clozing I Opening I Clozing I Opening I Clozing I;I
| |[1:Mn | 00:00 01:00 0700 23:00
I|2:Br 08:00 19:00| ov:oo 23:00
| |3:Cp 08:00 19:00 0700 23:00
|_[4:4T 0800 19:00 ov:oo 23:00
|_|5:MT 08:00 23:59 0700 23:00
6:Ce |00:00 04:00 11:00 23:59
: 7:Bc |00:00 04:00 11:00 23:59
|
« 4 > »l 4 = o ¥ |V Monitoring ¥ Mo Armed [~ Early Closing
Tolerance=00:10 [~ Spare schedule ¥ Mo DisArmed [~ Holydays

Fig. 26. Example of a site work schedule.

type its ordinal number (Monday — 1), or, by pressing the space bar, bring up the desired day. Next come three
groups of fields Opening/Closing, which specify the disarming and arming times of the site respectively. The
first two groups form the main schedule, the third forms the backup one.
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Switching from the main schedule to the backup one and back is done by filling in or clearing the
checkbox Spare schedule. To remove a site from monitoring without deleting its card, clear the checkbox
Monitoring. In this case all messages for this site are ignored by the program, the background of the site
number in the DB editor list changes to red, and the text in the site list in the main program window — to gray.

The schedule works as follows.

Specified in the fields Opening/Closing interval defines the site working time, i.e. the period during
which the site may remain disarmed.

If, at the moment the time specified in the field arrives Closing plus the value Tolerance, the site is not
armed, the following message is generated — Object not Armed !!!

If the site is armed earlier than the time specified in the field Closing minus the value Tolerance, the
following message is generated — Early Closing !!!

If the site was disarmed in the period from Closing+Tolerance to Opening-Tolerance, the following
message is generated — Disarm in illegal time !!!

If the site was not disarmed after the time specified in the field Opening plus the value Tolerance, the
following message is generated — Object Not Disarmed !!!

All these messages have the event type Schedule Error (Schedule Error).

If you need to set a time interval that starts on one day and ends on another, it is split into two days.
The interval ending at 23:59 is entered for the first day, and the one starting at 00:00 for the second. An
example of a spanning interval for the spanning intervals Friday-Saturday, Saturday-Sunday and Sunday-
Monday is shown in Fig.26. For example, the site opens on Friday at 8:00 and closes on Saturday at 4:00.

If a day of the week is specified in the schedule but the other fields are not filled in, the site must remain
armed on that day the whole 24 hours.

If a day of the week is missing from the schedule, the schedule is not tracked on that day.

If the checkbox is filled in Holydays, then on the days marked as holidays the site cannot open,
regardless of the schedule entered for that day. The list of holidays is created using the corresponding editor
(menu Utilities/Holyday Editor).

If the site has the same schedule for all days of the week, it is enough to enter Monday only, then open
the context menu with the right mouse button and press Copy. The schedule will be copied to the whole week.

Tab Partition.

On this page each area of the control panel can be given a name. This name will be automatically
substituted in place of the symbol «[P]» in the event description text. If there is no area description — its number
is substituted. An example of area descriptions is shown in Fig.27.

Objects | Details | Zanes | Ewents | TLF Events | ‘Wark Schedule  Fartition |Hardware | Motes |

Fartition MNr. |Par‘titiun name, descriptian I;
: oo DS WM
|0 Har
|02 Mapack
|03 BaHa
|04 Capai I
||
== e M g = o B0

Fig. 27. Example of site area descriptions.

So without area descriptions the message looks like this:
Closing of area 02 with code 3

After the description shown in Fig.27, the same message will look like this:
Closing of the Garage area with code 3
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page is for reference, without any interactive functions, and looks as shown in Fig.28.

'Objedsl Detailsl Zones | Ewents | TLF Eventsl Wark Schedulel Partition Hardware |N0tes |

Tab Hardware.

This page is intended for describing the equipment installed at the site and how it is connected. This

The page header shows the type and manufacturer of the control panel (CP) installed at the site, as well

Control Fanel Transmitter

Type PC-5E5 Type RT4-5qp+RT4-5ce

hanuf, |DSC Interface

M. |Accour‘|20nes description SEnsors Iﬂ
M 1Cp Entry Shdk
| Z2cp Carridor (Interriar) FIR
| 3cp Hall {Instanf) FIR
| 4 Cp Bedroom (Instant) FIR

5Cp Fire (24h) Smoke+Heat

-

A R S R R T

Fig. 28. Example of a filled-in Hardware page.

as the type of the transmitter and interface module (if present). At the bottom there is a table describing the type
of equipment connected to the alarm loops and transmitter inputs and its purpose. The table contains the
following fields.

- Nr — number of the CP loop (zone) or transmitter input.

- Account — assignment of the described loop: Cp — panel, Tx — transmitter.

- Zone Description — description of the protected zone.
- Sensors — description of the end equipment (detector).

All fields are filled in free form.

This information can be viewed by the operator by pressing the button Hardware in the alarm window
or on the information panel in the main program window.

Tab Notes.

On this page you can place any additional information about the site in free form (in text format).

This information can be viewed by the operator by pressing the button Notes in the alarm window or on
the information panel in the main program window.
The amount of information that can be placed here is unlimited.
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User database editor.

Since authorization is required to enter the program, it must be possible to assign each user their own
symbolic name (Login) and password, and to define their access rights to the various program functions. Only
the Administrator has unconditional full access (login: sys — is fixed), the administrator password (as supplied:

sys) can be changed via the menu Utilities/IChange system

password. Users DE . - 5
. . . . . lon Hame -
The described editor is intended for creating and > o Harapen Hoaree  Operator
correcting the database of program users. The editor is opened e S tuashos 9 iR
. —— . I~ vaop Bacnies " Technician
from the main program menu: Utilities/Users/User DB Editor. || v [Bacunai Merpos [ I
The general view of the editor window is shown in the figure. € Supervisar
To add a new user to the database: & oo |
- Click the symbol “+” on the bottom panel. An ;Ll
4 4 o+ ko = D

empty row will appear.

- Enter the symbolic (five characters maximum) and real user name in the fields log and
Name respectively.

- Select the required access level (in the right part of the window — Operator | Chief
Operator | Technician | Manager | Supervisor).

- To enter the password, press the button Password. The following will appear window
Current password. If entering a new user, press “OK”; if editing, enter the current
password and press “OK”. In the next two windows the new password is entered and
confirmed.

To save the user details, press “v».
To cancel the editing actions (since the last save), press “X».
To delete the user from the DB, press “—». You do not need to know a user's password to delete them.

Access-level editors exist for configuring the program functions permitted to each user category. The
editors are opened via the menu Utilities/Users/Operator Access, Utilities/lUsers/Chief Operator Access,
Utilities/UsersITechnician Access, Utilities/lUsers/IManager Access, Utilities/Users/Supervisor Access.

The access level configuration window is shown in the figure and looks the same for all user categories.

The following functions are available for configuration.

21X
Exit — exit the program. —Tee f’
Archive view — archive viewing. Exit /|
. . . .. Archive view i
Archive print — archive printing. Archive print o
Archive Save to File — saving a query to a text file :: i“:““‘e “f{ _
. . . rchive Config B
with field separation. Object edit v-j’
Archive Config — configuration of the archive display E “"‘“l'l'%“ f. v
. . ursor setiing b’
a.nd pl‘lnt W|ndOWS Operator Access
H H B H . H Chief Dperator Access
Object E(_ilt - ednmg, addmg,_deletmg sne_s. _ ke e v
Rec. Settings — adding, deleting and configuring Manager Access
message receivers. e e 7
Cursor setting — turning on/off the function of Non sensual
. . . Save to file
automatically placing the cursor on the highest- e
priority message in the alarm list window. Delete from Alarm list
. . Delete All from Alarm list
Operator Access — operator access configuration. Dolte from NonSensud
Chief Operator Access - senior operator access E:gu f,']:, ;
. . ilter On. b
configuration. Send Smantsys
Technician Access — technician access e a4
5 n
configuration. — 2 =

Manager Access — manager access configuration.
Superv. Access — supervisor access configuration.

Window config — configuration of the layout and
parameters of the main program windows.

Non Sensual — starting maintenance and blocking messages.

Save to File — saving the site list to a text file with field separation.

Utilities — access to the corresponding menu item.

Delete from Alarm list — deleting messages one at a time from the unrestored alarms list.
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Delete All from Alarm list — deleting all messages from the unrestored alarms list.
Delete from NonSensual — ending maintenance or unblocking a message.
Change State — forced change of the site status.

Filter On/Off — turning the site filter on / off.

Send SmartSys — sending event data to the response team crew.

Lst On — presence of the Event Window in the interface.

ALst On — presence of the Alarm List Windows in the interface (ability to process alarms).

Options — access to the corresponding menu item.

Sound — ability to configure the sound natification parameters.

Signals — ability to configure sounds by message type.

Comments — ability to edit the operator's standard comments on the processed events.

Three access options are possible for each item:

No — the function is not available
Yes — the function is fully available
R/O — the function is available for viewing only.
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Receiver system message editor.

System messages are the alarm and informational messages describing the state of the receivers
(CMS) operating in the system. Information on system events is loaded into the database when the
corresponding receiver is selected in the settings menu (see the “Receiver Settings” section). However, the
receiver event descriptions can also be loaded manually, and those already loaded can be edited. The editor is

opened from the menu: ServicelSystem events Editor.

The editor interface is the same as the site database editor, except for parameters not used for
describing receivers. Console event descriptions CU4000 and RP4000dm is done on the page Zones, the
others on the page TLF Events. The rules for describing events are the same as when describing sites. Below

is a fragment of event descriptions for a receiver of type IpClient (reception of signals from TLF_Server).

x
Editart;
W@ o« owo= o a0k |@ |
Marme Ip Client
Description |
Reminder timeout W
td ainten. period,MM:DDw
et E -mnail | Settings |
Longitude
Objects | Zones  TLF Events |N0tes |
[R13] Event code |Zone |M |T |Message |rEvent code |H |:
» A 20 T |He aocrynna GSM cetb ! R 30 N
R 30 R GSM curnan Ok N
T 50 T Owwubrka SIM kapTw ! R 50 N
R a0 R SIM Ok N
R a1 R Aptopuaauusa Ok N
T b2 T |Motepa coeauHeHus c Cepeepom! R b2 N
R b2 R CoeawHeHue c cepeepom Ok N _|
T 70 T |Owubka oTceaku SMS! R 70 N
R 70 R | SMS3 otocnaHo N
T 10 T |[Owubtka npveMa AaHHBLIX | N
T 410 T |HepepHuii 2BOHOK. HET AAHHLIX | N
T a1 T OwwuGrka AeTOopHaauuM! N
T 60 T OwuGka KOHTPOALHOM CYMHME! N
T g0 T |CuHTakcuueckas owuGka B TekcTe SMS! N ~|
[ = w» w» 4 = -~ ' P-Panic F-Fire B-Bur T-Tibl w-PWR A-Arm D-DArm R-Restore E-Event 5-Tst |
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Message template editor.

Message templates make it unnecessary to describe standard event codes in every site, which
simplifies site entry and considerably reduces the database size, which in turn speeds up the system.

Templates can only describe events corresponding to the group TLF Events. All signals from radio
transmitters of the system RS4000 must be described for each site individually.

The template editor is opened from the menu UtilitiesITemplate Editor and looks as shown in Fig.29.

The template number and its name are entered in the upper window. The number determines the order

=10l x|
Grp Mame I;I

] 1 CID

- 0 Mane

Id 3 R T4-50p J

- 3 SIA _|
4 4 = e o = T T ‘
Ewent code IT IMessage IF!ep IrEvent code II;I

- EG28 E Programming mode exit

| EG5H4 E System inachivity

| E8D1 E RT4-5GP: Module configuration changed

| E8D2 E RT4-5GP: ODutput [E] activated

- E8BD3 E RT4-5GF: Account/Security code changed

- E804 E RT4-5GP: Forced exit from GPRS

|_|E822 W RT4-5GP: Battery low Y R822 _I

- E823 5 RT4-5GP: Test message

| EB24 E RT4-5GP: Forced test

| E829 E RT4-5GP: Key program mode entry

| E830 B RT4-5GFP: Alarm zone [E]

- E833 T RT4-5GFP: Communication port Fail

|_|E850 ' RT4-5GP: AC lost Y RE850

l E854 _ RT4-5GP: Failed to connect to server

(5 I B S S ‘

Fig. 29. Template editor.

of the templates when selecting them in the site editor, and the name helps identify them.

The event codes are entered in the lower window (Event code), event types (T), event descriptions
(Message), restore codes for alarm event types (rEvent code) and the flag for assigning a reminder about an
unrestored alarm (Rep).

The rules for describing events are the same as those in the tab TLF Events of the site database editor,
with the only difference that there are no zone (user) descriptions here, which is equivalent to the value “???» in
this field. Just as in the site database editor, the event descriptions can be saved to the card as a text file,
loaded from the card, and the card contents can be appended to the existing description. The context menu,
opened with the right mouse button, serves this purpose.

When describing events, remember that event codes cannot be duplicated within one template. If
duplicates are found when saving the description, the program will display a warning Repeating of event code
(Duplicate event code!), and the cursor will stop on the duplicate row.

For a new or edited template to be accepted by the program, the tables on the server must be
refreshed, so after closing the template editor the following window appears:

- ]

'9' Refresh database?

When you have finished working with the editor, press Yes and the database will be refreshed; if not,
you can press No and postpone the procedure.

Holiday date editor.

The holiday editor lets you select the days that are holidays in the user's region. This is necessary for
correct tracking of the site work schedule if it is not supposed to open on holidays.

The holiday date editor is opened from the menu Utilities/Holydays Editor.

The appearance of the editor is shown in Fig.30.
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Fig. 30. Holiday date editor

The left window contains the dates selected as holidays (<day>.<month>.).

The right one contains a standard calendar.

To designate a date as a holiday, select it in the calendar and double-click the left mouse button. The
selected date will then appear in the left window. To remove a date from the holidays, select it in the left window
and press Delete on the keyboard.

The order of the dates in the left window does not matter.

Template editor SMS messages.

The editor is intended for adding, deleting and editing message templates that the operator can send to
clients directly from the program (from the window Details).
The editor is opened from the menu ServicelSMS Editor (see Fig.31).

sseaitor x|
Ha pawem oBbekTe nponano HanpaxeHwe 220B! B
HeucnpaeHa Batapes B cucTemMe curHanusayuu!
Ha sawem obtekTe cpaboTtana curHanusayqa. 3kunax sbliexan!
El
ak. I Cancel |

Fig. 31. SMS message template editor

Texts SMS are entered in free form and separated from each other by a line break. Each line thus
corresponds to one message.

The number of templates is unlimited.
A separate template list can be created for each workstation and for the server.

After pressing “OK» the template list is saved to the file SMS.txt in the main program directory, which, if
necessary, can be copied to other workstations.
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Working with the archive.

All events arriving from the sites, arising from the program's monitoring of test messages and the work
schedule, all user actions, as well as operator comments on the processed events, are stored in the archive.
Archive data is kept for the entire period of the program's operation and can be sorted, displayed on screen,
saved to a file and printed at the user's request at any moment and for any period of time (provided the user has
the corresponding rights).

The archive query (archive filter) window can be opened:

- from the main menu Archive.
- via the context menu from the site or event window with the command Archive.

If opening archive filter is done via the context menu; the window appears with the site number already
set to the one the cursor was on at the moment it was opened.

When opened from the main menu, a query can be made not only by the number or range of site
numbers in the database, but also by the radio transmitter address or the number IP-transmitter (or their range).

The appearance of the windows for all three query types is shown below in Fig.32.

Date Time rSpztem Eventz——————— " Ohject Event
Fom |09.07.2020 =] | | figp [0000 ] Al W Al
Syetem events Panic
ro |osoran ]| g, 2% neertion O, Fire
v ‘wihole day Rermoving Okj. Burglary
_ Editing Ohj. Trouble
Obiect Inserion User P fault
I Mr | T Aadldr | Aee | Remaoving User Mot armed
R S — Editing User Mo signal (Tx)
I— Events Processing Mo signal {Ohj)
Festoration
Closing
O peratar Opening
Ewvent
—ObiNr. j Txtest
From |4 Ohijtest
PTEE— banual Alarm
To g tdaintenance
Cancel | Ok I

Fig. 32. Window sorted by DB humbers.

As can be seen in the figure, a range of site numbers can be set for the query, as well as the reception
channel number. In the latter case, only signals received from the specified sites via that reception channel will
be included in the query.

In this window, besides the address range and the reception channel number, you can specify the
number of the receiver slot from which the messages were received. For queries by repeater, addresses must
be entered in the form Rn, where n — repeater address (see Fig.33). The valid transmitter address range is — 1 -
4095, repeaters — R1 - R255.
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Fid. 33. Window sorted by radio transmitter addresses.

Sorting by numbers IP-of transmitters and control panels (accounts) differs in that the account is a
hexadecimal number and the line is selected from 16 possible. The valid account range is — 0000 - FFFF (see
Fig.34).

rDate Time rSpstem Events 7 [ Object Event
From |09.07.2020 ~| | | From JO0:00 ] Al All
I—_l I— System events Fanic
To |U9.07.20:0 - To 2353 Inserion Obj. Fire
¥ ‘Whole day Femoving Ohj. Burglary
] Editing Ohj. Trouble
Object Inserion User P fault
Mr | T Addr | I Ao | Remowving User Mot armed
—Channel —Line Editing User Mo signal (Tx)
I o = Ewvents Frocessing Mo signal (Ohj)
1 Festaration
2 Clasing
3 Operator Opening
4 Ewent
chccount 5 I j Twtest
From |1B00] : Obj test
banual Alarm
g
Ta 1600 g 4 Maintenance

Cancel | Ok I

Fia. 34. Window sorted bv IP transmitter and control panel numbers.

As can be seen, these windows differ only in the site identification parameters used for the query. All

the other query criteria are the same and have the following purposes.

1. Date — lets you define the start and end date of the query.

2. Time - lets you set the time interval for the query. If several days are specified in the previous item,
the query runs from the time “From” of the first day until the time “To” of the last one. When the
checkbox is set Whole day — the query covers a full day (24h).

3. System Events — lets you define the types of events that occurred at the operator workplace that
will be included in the query.

4. Object Events — lets you define the types of signals related to the site that will be included in the
qguery. The checkbox Not Armed covers all types of work schedule violations, while Maintenance
includes in the query the signals received from the site during the period when it was under
maintenance (without sound and alarms).

5. Operator — lets you define whose processed events will be included in the query, by operator.

Once all query criteria are set, press the button “OK”. The time needed to generate the query depends

on the selected time interval, the amount of requested information and the computer performance, and may take

CORTEX - Security Commander for Windows — Server 51



up to several minutes. To cancel the query generation, click the symbol in the upper right corner of the window.
An example of an archive query is shown in Fig.35.

o+ Archives » M= E3 |
Oruer no ofeekty M0 "Crnag S1A "DREC =2 101020070 roga I
Bre cofbmua, —
x
Date Time M |ID |Narne IEVT_I,Ipe IStatus IMessage IDATA‘I ;I
101000 {17100 |10 541000 | Cknan 518 "DRBC" | Armaing! Armed akpemue. Metpos CA 01112201 00000030
0100 (171011 10 61000 Crnaa 514 "DREC" Troubles! Arrned HesaperveTpuposaHeli ka1 1222200000030
104000 {17104 |10 541000 Crnan 514 "DREC" Disrrning! Digdrmed | OTkpemwe. Netpoe CA. 01112281000000320
101001 (171018 |10 E/1000 Crnag 514 "DREC" Troubles! Diztrmed | HesapervoTpuposaHei gy 0111222200000030
101000 231706 |10 541000 | Cr.nan 514 "DREC" Troubles! Digdrmed | 2204 oTkAdeHo 000o00aaa0000032
1010.001  |2317:52 |10 641000 Crnan S1a "DRBEC Festarel Dizgfrmed | 2200 Ok 0000000000000030
101001 (231763 |10 EA/1000 | Crnan SlA "DRBEC" Troubles! Dizémed | HesapervcTpupoeaHe ko M 11222200000030
100,001 |2318:00 |10 541000 | Crnan S1& "DRBC" | Aming! Armed 3akpemue. Metpos A, 01112201 00000030
101001 (231801 |10 E/1000 Crnaa 518 "DRBC" Troubles! Arrmned HesaperueTpMpoEaHEIR Ky 11 11222200000030
1010001 |2318:38 |10 641000 Crnan 518 "DRBEC Dizrmning! Dizdrmed | OTkpemude. Netpos CA. 0111228100000030
101001 (231840 |10 61000 Crnaa 514 "DREC" Troubles! Diztrmed | HesapervoTpuposaHsi gy 1222200000030
1010001 |2318:43 |10 641000 Crnan 514 "DREC" Dizrrning! Digdrmed | OTkpemue. Netpoe CA. 0111228100000030
101001 (231244 |10 E/1000 Crnag 514 "DREC" Troubles! Diztrmed | HesapervoTpuposaHei gy 0111222200000030
101000 231853 |10 641000 | Cenan 518 "DREC" | Arming! Armned Jarpemue. Metpos CA, 01112207 00000030
101001 (231854 |10 EA/1000 | Crnan SlA "DRBC" Troubles! Armed HezaperucTpupoeadei ko 011222200000030
1010001 |231857 |10 541000 Crnag S1& "DREBEC" Dizrming! Dizgdrmed | Otkperue. Netpos CA. 0111228100000030
B101001 [2318:53 |10 EA/1000 | Crnan Sl& "DRBEC" Troubles! Dizémed | HesapervcTpuposaHei ko 11222200000030 -
[ ] »
|RecCnt=28 v

Fig. 35. Archive query window.

As can be seen in the figure, the window consists of a header field and an information field. The
contents of the information field are formed from messages received at the central console and generated by
the program, and therefore cannot be edited. The header field is filled in by the user at their discretion.

In the described version of the program, an archive query can be saved as a text file with which can
later be imported into MS Excel. To do this, open the context menu by clicking the right mouse button and
select the item Save to file, (the action must be permitted by the rights of the given user). In addition, the
context menu contains the commands Font, which lets you choose the optimal font type and size, and Visible
fields, which lets you hide fields of no interest in the query window and in the printed report.

The query window may contain the following fields:

Date — date the message was received.

Time — time the message was received.

Nr — site number in the database.

Rnum — reception channel number (see the “Receiver Settings” section).

ID — source of the message in the form: receiver number/slot number
address.

Name — site name.

Event type — type of the message from the site.

Status — site status at the moment the message was received (armed/disarmed
Message — text of the message from the site.

Data — data block received from the receiver.

HI — physical address of the last repeater through which the message passed
(only for CU4000).

HN — number of times the message was relayed (only for CU4000).

TG — type of transmitted data (only for CU4000).

Log — symbolic name of the operator who processed the message.

Slot type — slot type (only for CU4000).

Slot — number of the slot (line) from which the message was received.

Clicking the symbol opens the report generation and printing window.

(line)/device

arming).

message
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The appearance of the report generation and printing window with its context menu is shown in Fig.36.
This window will contain the fields defined in the query window.

aE = H 4 » 0 & 1 Page 1 of 1
| Time | Mr | D | I ame | EvType | Statuz | Meszage | I
Report
OT1uet 1o 00bekTy Nol0 "Crmag SIA"DRBC"32a10.10.2001 roga.
Bce codpITHA
Time | Nr 1D Name EvType Status Me ssage
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16:49:14(10 Gr00]Cknan SlA "DRBEC! Trauhles! Armead 2200 oTkniYeHal
16:49:17(10 B100]Cenan SIA "DREC" Restaorel Armed 20 Ok
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17094110 G000 Cknan SlA "DRBEC! Trauhles! Armead 2200 oTKNKYEHD
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17:10:00(10 B1000Cenan SIA "DREC" Troubles! Armed HesaperdcTOMpoEaHEA oy 1
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17:10:04{10 B1000Cenan SIA "DREC" Troubles! Armed HesaperdcTOMpoEaHEA oy 1
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Fig. 36. Print preparation window.

This window has the following tools for generating a report:
- Header font selection. Done via the context menu with the command Header Font. This
command opens the standard font configuration window, letting you choose the font type, size,

color, etc.

- Text font selection. Done via the context menu with the command Font same as the previous
item.

- Field formatting, consisting of choosing the optimal width for each field. To change the field
width, place the cursor on the field boundary in the header part of the window (see Fig.36) and,
holding the left mouse button, move it to the desired position.

If necessary, the described operations are performed several times until the desired result is achieved.

To send the generated report to the printer, click the symbol
Printing is done on the “default” printer.

=
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Working with the program LogView.

Program LogView is intended for viewing and analyzing the signals arriving in the program from the
radio transmitters of the system RS4000.

Jogfile is a text file storing all messages arriving from the receiver, regardless of whether the
corresponding site is in the database or not. Moreover, all messages from every transmission session are
written to it (duplicated, relayed, etc.). Since each message contains information about the signal level, the route
and relay depth, the transmitted data, etc., analysis of the .logfile gives a complete picture of the operation of
the network as a whole. .logfile will only be generated if the folder exists in the main program directory
tcp_rplog (created by default during installation). Each .logfile is closed every ten days, i.e. it contains
information for 10 days. The file name looks as follows:

YYYYMM_D.log

Where YYYY - year, MM — month and D — number of the ten-day period when the file was created. For
example, 200311 2.log — this is the file for the second ten-day period of November 2003.

For convenience of working with the .logfile, the program has the button LogView (see the “Control
Panel” section). It not only presents the information in a form that is more convenient to work with, but also
allows you, by means of a system of filters, to single out the data required for the job. The general view of the
window LogView with the context menu open is shown in the figure.

& LogView \\Pc2020\_server_rezerv\RPT_Serv_full\RPT_Serv\202007_3.log 1Ol x|

pecerire [ [ | -
1. 1:17 15 - : z

21.07.2020 10:17:51 |1 g q 1761 1,2,3,4,5,6,—,— |07176140 005000 5 0
21.07.2020 10:17:50 |1 14 |4 1761 1,2,3,4,5,6,—,— |07176140 005000 5 0
21.07.2020 10:17:51 |1 10 |3 1761 1,2,3,4,5,6,—,— |07176140 005000 5 0
21.07.2020 10:17:51 |1 12 |7 1761 1,2,3,4,5,6,—,— |07176140 005000 5 0
21.07.2020 10:17:51 |O 10 |0 R10 — 2, —y—r—s—p—,— 00000000 DOOOOD 0 33
21.07.2020 10:17:50 |0 0 1 65 = Sr——r— 0 62
21.07.2020 10:17:50 |1 7 4 3299 1,2,3,4,5,—,—,— |07329940 101001 1 B
21.07.2020 10:17:51 |1 2 3 3299 1,2,3,4,5,—,—,— |07329940 101001 1 B
21.07.2020 10:17:51 |1 23 |3 32399 1,2,3,4,5,—,—,— |07329940 101001 1 B
21.07.2020 10:17:50 |1 7 3239 1,2,3,4,5,——,— 07329240 101001 1 B
21.07.2020 10:17:50 |1 1 4 3239 1,2,3,4,5,——,— 07329240 101001 1 B
21.07.2020 10:17:50 |1 14 |3 3108 Test — 2,3,4,5,6,—— (00000000 000000 5 0
21.07.2020 10:17:50 |1 12 |5 3239 1,2,3,4,5,——,— 07329240 101001 1 B
21.07.2020 10:17:50 |1 8 4 3108 Test — 2,3,4,5,6,—— (00000000 000000 5 0
21.07.2020 10:17:50 |1 3 6 3239 1,2,3,4,5,——,— 07329240 101001 1 B
21.07.2020 10:17:50 |1 11 |5 3299 1,2,3,4,5,—,—,— 07329940 101001 1 B
21.07.2020 10:17:50 |1 & 3 3239 1,2,3,4,5,—,— — 07329940 101001 1 B
21.07.2020 10:17:50 |1 g & 1182 Test (1,2,— 4,5, 6,— — 0 0
21.07.2020 10:17:49 |1 14 |3 1182 Test (1,2,— 4,5, 6,— — 0 0
21.07.2020 10:17:50 |1 12 |4 3108 Test — 2,3,4,5,6,—— |00000000 000000 g 0
21.07.2020 10:17:49 |1 12 |7 150 Test 1,2,3,4,5,6,— Visible fields g a
21.07.2020 10:17:49 |1 14 |4 150 Test (1,2,3,4,5,6,— ront g by
21.07.2020 10:17:49 |1 13 3 150 Test 1,2,3,4,5,6,- [ Cirl+1
21.07.2020 10:17:43 |1 15 |3 1761 1,2,3,4,5,6,—_ rieroff — Fs Slot Crl+5

- S - - - H Ctrl+H
21.07.2020 10:17:48 |1 23 2 1761 1,2,3,4,5,6,—— (07176140 ¢ o I
21.07.2020 10:17:43 |1 & 1 980 - 2,3,4,5,6,—,— |00000000 { DateTime Ctrl+D
21.07.2020 10:17:48 1 8 4 1761 1,2,3,4,5,6,—,— 07176140 ( Port Ctrl+P
21.07.2020 10:17:48 |0 3 o R3 1,——r—s—s—y—s— 00000000 DOOOOD 2
21.07.2020 10:17:48 |1 10 |3 1761 1,2,3,4,5,6,—,— |07176140 005000 5

« 0 ) o B e : ks

& = I

The window has the following settings, available via the context menu:
- Visible fields — lets you show or hide certain information fields
. Port — number of the relay system through which the message was received
Slot — number of the receiver or repeater slot from which the message was received
Dat — data block
Zones — state of the transmitter inputs (the digit corresponding to the input number)
ST — receiver slot type
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DateTime — date and time the message was received

ID — transmitter (repeater) address

Tst — test message flag

Serv — repeater service message flag

HI — address of the last repeater the message passed through

HN — number of times the message was relayed

LV — received signal level (0 — 7). If the message was relayed, the reception level at the

first repeater is shown.

o Sourse — the original string .logfile from which the information was taken

Note. In the field HI when receiving information directly from the transmitter, the
number of the repeater on which the transmitter is registered may be displayed (this is
only possible in old relay systems with transmitters RT4-5se version 2 and below, and
when using simplex repeaters RP4000s).

- Font - lets you choose the optimal font type and size.

- Filter On — lets you select and activate message filtering by the corresponding fields (see
figure). Filters on several fields can be active at the same time. In that case, the information
matching all the criteria is displayed. In the criterion field you can specify either a specific
parameter value or a range (in the form n — m). When a new criterion is set, the old one is
cancelled. When the filter is activated, the bottom panel of the window is highlighted in yellow
and all filtering criteria are shown on it (see figure).

The filtering criterion window can also be opened by double-clicking the header or column of the
corresponding parameter.

- Filter Off — cancels filtering by all set criteria. To cancel filtering by a single field, open the
criterion window and, leaving it blank, press «OK».

When opening LogView opens automatically .logfile for the current ten-day period. If you need to view

=
information for an earlier period or view another log, click the symbol - and select the required file with the
extension .log from the list.

The button is used to switch the viewing modes. The pressed button corresponds to the quick-
view mode, when newly arriving messages are automatically displayed in the window. The released one
corresponds to the mode of viewing previously received messages (history mode). The modes can also be
switched with the keys Home and | respectively. When the filter is active, the quick-view mode is indicated in
green on the bottom panel of the window and by the label Only new.

G Log¥iew b5\ Alarmwsch, Maplug" 200311_3.log

: 1 I

27.11.2003 16:03:28 Test 1 00000000 00oooo1C 1591 1 7 0 1
27.11.2003 16:03:08 Test 1 00000000 0000QOTC 1591 1 4 0 1
27.11.2003 16:03:06 Test 1 00000000 0000003F 1532 1 5 7 1

= | Filter: HH=1 1d=1500-2500 | m|

The fields in the program window can be arranged in any order. To move a field, place the cursor on its
header and, holding the left mouse button, drag it to the desired position. The field width is changed in the same
way. In this case place the cursor on its right edge.
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Appendices.

Appendix 1. Settings IP-receivers.

If in the program, in section Receiver Settings receivers of the types were selected IpClient,
RP4000dm2, RP4000e, their additional configuration is required. The configuration is done by editing the
corresponding file with the extension .ini.

Receiver IpClient.

This receiver is intended for receiving messages from the program TLF_Server and is multi-channel,
i.e. it allows receiving information from several servers.

The receiver is configured by editing the file IpClient.ini in any text editor. An example of this file is
included in the installation package.

The contents of the file look like:
[Opt]
;If PcTime=1 the time is from this PC, if PcTime=0 — from message
PcTime=1

[Ch2]

Client=1
Host=localhost
Port=949
Id=pult

[Ch6]

Client=1
Host=192.168.211.56
Port=949
Id=pult_reserv

In the group [Opt] you can configure what time will be assigned to the message: if the parameter
PcTime=1, the message is always assigned the time at which it arrived in the program; if PcTime=0, then the
message is assigned the time contained in the message itself. If the message does not contain a time, it is
assigned the time of arrival in the program.

Next come the groups named [ChN], where N — is the number of the channel to which, in section
Receiver Settings this receiver type corresponds to (IpClient). All channels of this type must be described.

Each group contains the following parameters:

- Client=1 indicates that the channel operates in the mode TCP/IP client.

- Host= defines IPaddress or name of the computer the channel will connect to.

- Port= defines the port through which the connection to the server will be made.

- Id= defines the name registered on the server for this channel. The name must match exactly,

including uppercase and lowercase letters and spaces.

If all the parameters are written correctly, the following messages should appear for the corresponding
channel when the program starts:

Connection to Server Ok
Autorization Ok

If, because the address or port is written incorrectly, the TCP/IP settings on the server side (Firewall,
Forwarding etc.), or the connection to the server is not established for some other reason, the program displays
the message:

Connection to Server lost

The same message will also appear if the connection to the server is lost during operation.

If the connection to the server is established but the name does not match the one registered on the
server, the program displays the message:

Autorization Fail!

After correcting the errors in the configuration file, the receivers must be reinitialized: go to the section
Receiver Settings and press «OK».
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Receiver RP4000dm2.

This receiver is intended for receiving messages from radio transmitters via the relay system and the
program RPT_Server. This receiver is multi-channel, which allows receiving information from several servers
RPT_Server, located, for example, in different regions and serving their local relay systems.

The receiver is configured by editing the file RP4000dm.ini in any text editor. An example of this file is
included in the installation package.

The contents of the file look like:

[Ch1]

Client=1
Host=localhost
Port=950
CmdDelay=2000
Id=pult_Riga

[Ch3]

Client=1
Host=123.45.678.9
Port=951
CmdDelay=2000
Id=pult_Liepaja

As can be seen, the file consists of groups named [ChN], where N — is the number of the channel to
which, in section Receiver Settings this receiver type corresponds to (RP4000dm2). All channels of this type
must be described.

Each group contains the following parameters:

- Client=1 indicates that the channel operates in the mode TCP/IP client.

- Host= defines IPaddress or name of the computer the channel will connect to.

- Port= defines the port through which the connection to the server will be made.

- CmdDelay= delay when sending commands (changing the preset value is not recommended).

- ld= defines the name registered on the server for this channel. The name must match exactly, including
uppercase and lowercase letters and spaces.

If all the parameters are written correctly, the following message should appear when the program starts
over the corresponding channel:
Restore communication with AR!

If, because the address or port is written incorrectly, the TCP/IP settings on the server side (Firewall,
Forwarding etc.), or the connection to the server is not established for some other reason, the program displays
the message:

Loss communication with AR!

The same message will also appear if the connection to the server is lost during operation.
After correcting the errors in the configuration file, the receivers must be reinitialized: go to the section
Receiver Settings and press «OK».
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Receiver RP4000e.

This receiver is intended for receiving messages from radio transmitters via the relay system and the
program RPT_Server. This receiver is multi-channel, which allows receiving information from several servers
RPT_Server, located, for example, in different regions and serving their local relay systems.

Unlike the receiver RP4000dm, RP4000e processes only the transmitter messages received via the
port, ignoring the messages from the inputs. This allows converting them into messages of class “Phone, IP»
and describe them in the corresponding section of the site database editor using templates.

So that messages are not duplicated in the program (from RP4000dm and RP4000e), in the site
database editor, in the tab Events enter an empty row.

The receiver is configured by editing the file RP4000e.ini in any text editor. An example of this file is
included in the installation package.

The contents of the file look like:

[Ch3]

Client=1
Host=213.21.196.8
Port=950
CmdDelay=2000
Id=pult_Riga
;Mx123456789abc — data block from Tx
;S — space

;M1..M8 — Extld 1..8
M1=ssss5655ss5.1234
M2=bc1234sssss
M3=561234sssss
M6=89E567abcss
M7=89R567abcss

[Ch4]

Client=1
Host=213.21.196.8
Port=950
CmdDelay=2000
Id=pult_Liepaja
:Mx123456789abc — data block from Tx
;S — space

:M1..M8 — Extld 1..8
M1=ss555655555.1234
M2=bc1234sssss
M3=561234sssss
M6=89E567abcss.1234
M7=89R567abcss.1234

As can be seen, the file consists of groups named [ChN], where N — is the number of the channel to
which, in section Receiver Settings this receiver type corresponds to (RP4000e). All channels of this type must
be described.

Each group contains the following parameters:

- Client=1 indicates that the channel operates in the mode TCP/IP client.
- Host= defines IPaddress or name of the computer the channel will connect to.
- Port= defines the port through which the connection to the server will be made.
- CmdDelay= delay when sending commands (changing the preset value is not recommended).
- ld= defines the name registered on the server for this channel. The name must match exactly, including
uppercase and lowercase letters and spaces.
- Mn= defines the placement of the data in the message arriving in the program, depending on the type of
data representation received from the transmitter (n — ext_ID defines the data representation type).
The information line arriving in the program looks like:
PPEEEEZZZss[.AAAA]
where:
- PP - area number (Partition)
- EEEE - event code (Event code)
- 2ZZZ - zone or user number (Zone)
- s -—space

CORTEX - Security Commander for Windows — Server 58



- .AAAA - control panel account (Account). This parameter is optional and is entered when the
account value transmitted from the control panel must be kept. Otherwise the physical address of
the transmitter is used as the account (Tx Address).

The layout of this information in the transmitter data block is described in detail in Appendix_2. Below
are examples of data conversion with different ext_ID, depending on the configuration line.
ext_ID=1

Data from the transmitter:

Tx Address 1000
Data 01010CB10000003C
Mx123456789abczz
Configuration line:
M1=ss5556555s5.1234
Parameters for the program (section Phone, IP; tab TLF Events):
Account 010C

Partition None or ??
Event code Bl
Zone None or ???

Configuration line:
M1=sS5s56SSSSS
Parameters for the program (section Phone, IP; tab TLF Events):
Account 1000

Partition None or ??

Event code Bl

Zone None or ???
ext_ID=2

Data from the transmitter:
Tx Address 1100
Data 025BO03000000001F
Mx123456789abczz
Configuration line:
M2=bc1234sssss
Parameters for the program (section Phone, IP; tab TLF Events):
Account 1100
Partition 00 or ??

Event code 5B03
Zone None or ???

ext_ID=3
Data from the transmitter:
Tx Address 1110
Data 032904010000003B
Mx123456789abczz
Configuration line:
M3=561234sssss
Parameters for the program (section Phone, IP; tab TLF Events):
Account 1110
Partition 01 or ??

Event code 2904
Zone None or ???
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ext_ID=6
Data from the transmitter:
Tx Address 1111
Data 061493401010023C
Mx123456789ahczz
Configuration line:
M6=89E567abcss.1234
Parameters for the program (section Phone, IP; tab TLF Events):
Account 1493
Partition 01l or ??
Event code E401
Zone 002 or ??7?
Configuration line:
M6=89E567abcss
Parameters for the program (section Phone, IP; tab TLF Events):
Account 1111
Partition 01 or ??

Event code E401
Zone 002 or ???

ext_ID=7
Data from the transmitter:

Tx Address 1111
Data 071493134010053C
Mx123456789abczz

Configuration line:
M7=89R567abcss.1234
Parameters for the program (section Phone, IP; tab TLF Events):

Account 1493
Partition 01 or ??
Event code R134
Zone 005 or ???

Configuration line:
M7=89R567abcss
Parameters for the program (section Phone, IP; tab TLF Events):

Account 1111
Partition 01 or ??
Event code R134
Zone 005 or ???

If all the parameters communication are written correctly, the following message should appear when
the program starts over the corresponding channel:

Restore communication with AR!

If, because the address or port is written incorrectly, the TCP/IP settings on the server side (Firewall,
Forwarding etc.), or the connection to the server is not established for some other reason, the program displays
the message:

Loss communication with AR!

The same message will also appear if the connection to the server is lost during operation.

If the data distribution block is configured incorrectly, events will be displayed in the program as
undescribed. By comparing the data received by the program with the original data, the configuration error can
be found.

After correcting the errors in the configuration file, the receivers must be reinitialized: go to the section
Receiver Settings and press «OK».
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Appendix 2. Information layout in the transmitter data block RT4-5se.
The total length of the transmitter data block is 8 bytes.

The data is distributed as follows:

byte0 — ext_ID data view type identifier.
bytel — byte6 — event data (received via the transmitter port).
byte7 — state of the transmitter inputs (the least significant bit corresponds to input 1, the most

significant — 8).

byted byte5 byte6

bytel byte2 byte3
A/A|/A/IA E|E|O O0|O0O]|O0O|O0]|O

Below is the layout of the information in the data block depending on the value of ext_ID.

ext_ID= 1 (format 4/2)

bytel byte2 byte3 byte4 byte5 byte6
A/A|/A/IA E|E|O| O0|lO0O]|O0O|O0]|O
<AAAA> panel account
<EE> event code
ext_ID= 2 (module for the PARADOX ESPRIT)
bytel byte2 byte3 byte4 byte5 byte6
E E E|E|O0| 0|00 O0O|O0 P |P

<EEEE> event group and the event code (Group of events / Event)
<PP> module number

ext_ID=3 (module for the panels PARADOX E/SP/MG)

bytel

byte2

byte3

byte4

byte5

byte6

E | E

E | E

P|P

00

0|0

0|0

<EEEE> event group and the event code (Group of events / Event)
area number

<PP>

ext_ID = 6 (Contact ID: alarm / disarming)

bytel

byte2

byte3

byte4

byte5

byte6

A|lA

Al A

E | E

E | P

<AAAA> panel account
E<EEE> event code
area number
zone or user number

<PP>
<Z2727Z>
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ext_ID = 7 (Contact ID: restore / closing)

bytel

byte2

byte3

byte4

byte5

byte6

A|A

A

A

E

E

E

P

<AAAA> panel account

R<EEE> event code

<PP>
<Z727>

area number
zone or user number.
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